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Abstract

Ensuring responsible use of artificial intelligence (AI) has become imperative as
autonomous systems increasingly influence critical societal domains. However,
the concept of trustworthy AI remains broad and multi-faceted. This thesis
advances knowledge in the safety, fairness, transparency, and accountability of
AI systems.

In safety, we extend classical deterministic shielding techniques to become re-
silient against delayed observations, enabling practical deployment in real-world
conditions. We also implement both deterministic and probabilistic safety shields
into simulated autonomous vehicles to prevent collisions with road users, vali-
dating the use of these techniques in realistic driving simulators.

We introduce fairness shields, a novel post-processing approach to enforce group
fairness in sequential decision-making settings over finite and periodic time
horizons. By optimizing intervention costs while strictly ensuring fairness con-
straints, this method efficiently balances fairness with minimal interference.

For transparency and accountability, we propose a formal framework for assess-
ing intentional behaviour in probabilistic decision-making agents, introducing
quantitative metrics of agency and intention quotient. We use these metrics to
propose a retrospective analysis of intention, useful for determining responsibil-
ity when autonomous systems cause unintended harm.

Finally, we unify these contributions through the “reactive decision-making”
framework, providing a general formalization that consolidates previous ap-
proaches. Collectively, the advancements presented contribute practically to
the realization of safer, fairer, and more accountable AI systems, laying the
foundations for future research in trustworthy AI.

5



6



Kurzfassung

Die Sicherstellung eines verantwortungsvollen Umgangs mit Künstlicher Intel-
ligenz (KI) ist unabdingbar geworden, da autonome Systeme zunehmend kri-
tische gesellschaftliche Bereiche beeinflussen. Dennoch bleibt das Konzept ver-
trauenswürdiger KI breit gefächert und facettenreich. Diese Dissertation erweit-
ert das Wissen über Sicherheit, Fairness, Transparenz und Rechenschaftspflicht
von KI-Systemen.

Im Bereich der Sicherheit erweitern wir klassische deterministische Shielding-
Techniken, sodass sie auch gegenüber verzögerten Beobachtungen widerstandsfähig
sind. Dadurch ermöglichen wir deren praktischen Einsatz unter realistischen Be-
dingungen. Zudem implementieren wir sowohl deterministische als auch proba-
bilistische Sicherheitsschilde in simulierte autonome Fahrzeuge, um Kollisionen
mit Verkehrsteilnehmern zu verhindern, und validieren so den Einsatz dieser
Techniken in realitätsnahen Fahrsimulatoren.

Wir führen Fairness-Schilde ein, einen neuartigen Post-Processing-Ansatz zur
Durchsetzung von Gruppenfairness in sequenziellen Entscheidungssituationen
über endliche und periodische Zeithorizonte. Durch die Optimierung der Inter-
ventionskosten bei strikter Einhaltung von Fairness-Beschränkungen ermöglicht
diese Methode eine effiziente Balance zwischen Fairness und minimalem Eingriff.

Für Transparenz und Rechenschaftspflicht schlagen wir einen formalen Rah-
men zur Bewertung intentionalen Verhaltens bei probabilistischen Entschei-
dungsagenten vor und führen quantitative Maße für Handlungsfähigkeit (Agency)
und Intentionsquotienten ein. Diese Maße nutzen wir für eine retrospektive
Analyse der Absicht, die hilfreich ist, um Verantwortung festzustellen, wenn
autonome Systeme unbeabsichtigte Schäden verursachen.

Schließlich vereinigen wir diese Beiträge im Rahmen der “reaktiven Entschei-
dungsfindung” und bieten so eine allgemeine Formalisierung, die bisherige Ansätze
integriert. Die vorgestellten Fortschritte leisten insgesamt einen praktischen
Beitrag zur Realisierung sicherer, fairer und verantwortungsvollerer KI-Systeme
und bilden eine Grundlage für zukünftige Forschung zu vertrauenswürdiger KI.
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Chapter 1

Introduction

deiknÔnai d˜ deØ toØc toioÔtoic íti êsti p•n tä pr•gma oÙìn te kaÈ
di> íswn pragm t̂wn kaÈ íson pìnon êqei. å g€r ‚koÔsac, â€n màn
întwc ® filìsofoc oÊkeØìc te kaÈ Šxioc toÜ prˆgmatoc jeØoc ºn, ådìn
te ™geØtai jaumast˜n ‚khkoènai suntatèon te eÚnai nÜn kaÈ oÎ biwtän
Šllwc poioÜnti: met€ toÜto d˜ sunteÐnac aÎtìc te kaÈ tän ™goÔmenon
t˜n ådìn, oÎk ‚nÐhsin prÈn ‹n « tèloc âpij¬ p•sin, « l̂ bù dÔnamin
¹ste aÎtäc aÍtän qwrÈc toÜ deÐxontoc dunatäc eÚnai podhgeØn.1

a | Plato, seventh letter.

1.1 Motivation

As AI systems increasingly permeate critical domains such as healthcare, �-
nance, mobility, and human resources; ensuring the responsible and trustworthy
behaviour of these autonomous systems becomes imperative. Without proper
safeguards, AI models can make decisions that are unsafe, biased, or other-
wise misaligned with societal values. The need for trust in AI has gathered
the attention of di�erent stakeholders, including academic institutions, private
corporations, and regulatory bodies [Eur21; Whi22].

The concept of trustworthy AI is broad, recent, and aspirational. Given its
nascent stage, there is no consensus on what makes an AI system trustwor-
thy or who has the authority to de�ne it. Di�erent stakeholders emphasize
certain aspects over others, whether to serve their own interests or to build
trust incrementally by addressing speci�c challenges. Meanwhile, many public
and private institutions strive to be pioneers in deploying autonomous systems
for critical decision-making, aligning their ambitions with the pursuit of more
trustworthy AI. One of the most in
uential attempts to shape the meaning and

1 \One should show such people what philosophy is in all its extent; the range of studies
by which it is approached, and how much labour it involves. For the person who has heard
this, if she has the true philosophic spirit and that godlike temperament which makes her a
kin to philosophy and worthy of it, thinks that she has been told of a marvellous road lying
before her, that she must forthwith press on with all her strength, and that life is not worth
living if she does anything else."
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20 CHAPTER 1. INTRODUCTION

requirements for the broad concept oftrustworthy AI is the \Ethics guidelines"
document [Com19] produced by theHigh-Level Expert Group on AI, a diverse
group of experts from both academia and industry appointed by the European
Commission.

In [Com19], trustworthy AI is generally de�ned to be lawful, ethical, and robust.
The document outlines seven key requirements to achieve trustworthy AI, which
can be seen as seven di�erent �elds of study that we need to collectively develop
and understand. In a nutshell, these requirements are:

1. Human agency and oversight. AI systems should be designed ensuring
oversight through human-in-the-loop, on-the-loop, and in-command mech-
anisms.

2. Technical robustness and safety. AI systems must be resilient, secure,
and reliable, with fallback mechanisms to ensure safety in unexpected
situations and protection against potential attacks.

3. Privacy and data governance. AI systems must respect privacy and data
protection while ensuring data integrity, and legitimate access through
robust governance mechanisms.

4. Transparency. AI systems must be transparent, with traceability mech-
anisms and clear explanations tailored to stakeholders. Users should be
aware of AI interactions and understand its capabilities and limitations.

5. Diversity, non-discrimination, and fairness . AI systems must prevent
unfair bias to avoid marginalization and discrimination while fostering
diversity and accessibility.

6. Societal and environmental well-being. AI systems should bene�t all,
including future generations, by being sustainable and environmentally
friendly.

7. Accountability. AI systems must have accountability mechanisms, includ-
ing auditability for assessing algorithms, data, and design. Clear redress
processes should be in place, especially for critical applications.

While all requirements are important, in this thesis, we present advances in the
directions of safety, fairness, transparency, and accountability, so we will only
focus on these �elds. In the following Sections 1.2, 1.3, and 1.4, we introduce
each �eld of study, presenting �rst a broad approximation to the main problems
and debates, followed by a concrete problem inside of each �eld that motivates
the work presented in this thesis. We start with safety, follow with fairness and
end with transparency and accountability. We bundle transparency and ac-
countability together because our contribution, while mostly motivated by the
accountability requirement, is essentially a method to better understand the
behaviour of an AI system, and thus �ts as well in the category of transparency.
A 
oating contribution of this thesis is a novel formalization that uni�es previ-
ously existing concepts. Just as the list of requirements in [Com19] can be seen
as what an AI system needs to be trustworthy, formal methods are a popular
answer to how to implement these requirements. We dedicate Section 1.5 in
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this chapter to present a broad motivation for the use of formal methods and
summarize our novel formalization.

1.2 Safety

1.2.1 Background

Safety in AI broadly refers to ensuring that a system does not produce harmful
or unintended consequences. It encompasses a range of issues, from preventing
system failures to aligning AI decisions with ethical and legal standards. A
key concern is technical robustness, which ensures that AI functions correctly
under both normal and unexpected conditions. Examples of unexpected condi-
tions that have been particularly studied are adversarial examples [GSS15] and
distributional shifts in the input data [Wil+22].

A fundamental concept in AI safety is veri�cation and validation, where formal
methods are used to mathematically prove the correctness of an AI model's
behaviour. In safety-critical applications like aviation and medical diagnostics,
regulatory frameworks often require rigorous validation before deployment. Ad-
ditionally, fail-safe mechanisms must be in place to handle unexpected situations
gracefully, allowing the system to revert to a safe state when necessary [Cre+07;
Set+98].

Ensuring AI robustness requires designing models that generalize well beyond
their training phase. Techniques such as adversarial training improve resilience
by exposing AI models to perturbed or adversarial examples during training,
making them less susceptible to manipulation [Bai+21a]. Formal veri�cation
methods, such as model checking [BK08] and theorem proving [Har09], pro-
vide mathematical guarantees on system behaviour, ensuring that certain safety
properties always hold.

Another crucial approach is certi�able AI, where models are designed to pro-
vide provable guarantees about their predictions [Fis+21]. This approach has
gathered particular attention for neural networks, where veri�cation techniques
can analyze how slight variations in input data a�ect model outputs, helping
establish bounds on safe behaviour [Alb21].

AI-driven control systems, particularly those used in robotics, autonomous vehi-
cles, and industrial automation, require additional safety considerations [PT20].

1.2.2 Safe Reinforcement Learning

Reinforcement learning (RL) [SB18] is one of the most successful approaches to
several types of problems where an agent interacts with a probabilistic environ-
ment, modelled as a Markov decision process (MDP). Notable examples beating
human performance at complex games [Mni+15; Sil+16] and discovering higher
order structures of proteins [Jum+21]. RL poses unique safety challenges be-
cause it learns optimal behaviour through trial and error, often by exploring
unknown states. This exploration can lead to catastrophic failures if the system
takes unsafe actions while learning. Safe RL methods aim to mitigate such risks
by integrating safety constraints into the learning process.
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One common approach in safe RL is reward shaping [NHR99], where the re-
ward function is designed to penalize unsafe actions, guiding the agent away
from hazardous behaviours. Another method is constrained RL, where poli-
cies are optimized under prede�ned safety constraints [SJS21; WT18]. These
methods can be used not only to produce safe results but also to ensure safe
exploration [Wie+23; Yan+23a].

Constraints can be implemented directly to the MDP [Alt21; GBA21; WS20], or
as regularizers to the corresponding loss functions in learning schemes like con-
strained policy optimization [Ach+17] and trust region-based approaches [Sch+15],
which steer the policy updates away from unsafe behaviours.

Another popular approach to safe RL is the use of restraining bolts [DG+19;
DG+20], which steer the learning process towards safe policies by restricting
unsafe behaviour. Another recent approach is to learn a controller together
with a certi�cate that proves the controller to be safe [Cha+23].

Shielded RL [Als+18; Gia+21; Car+23; Yan+23b] is another promising ap-
proach, where a safety layer acts as a �lter that prevents the agent from taking
dangerous actions. This can be achieved using formal veri�cation techniques to
ensure that the learned policy remains within safe bounds. Shields can be placed
before the agent, serving as a mask of allowed actions (pre-shields), or after the
agent, overwriting unsafe actions by safe ones (post-shields). We illustrate these
two settings in Figure 1.1. While shielding methodologies are popular and col-
lision avoidance in autonomous driving is among the common motivations, the
work presented in this thesis is the �rst implementation of shielding techniques
for collision avoidance in realistic driving simulators.

In this thesis, we present two contributions to shielding techniques for ensuring
safety, that constitute Chapters 4 and 5. In Chapter 4, we develop the theory of
deterministic shields resilient to delayed observations, and present experiments
in a gridworld and in the Carla driving simulator. In Chapter 5, we report
on our experience in using probabilistic shielding for autonomous valet parking.
Since probabilistic shielding requires a more complex model of the agent and
the environment, Chapter 5 strongly focuses on how to build a realistic model.

1.2.3 Contribution: Deterministic Shielding Resilient to
Delayed Observations (Chapter 4)

Deterministic shields ensure system safety by constructing a safety game from an
environmental model and a formal safety speci�cation [K•on19]. The maximally-
permissive winning strategy allows all actions that won't cause safety violations
over an in�nite horizon. Shields allow any action allowed by the maximally-
permissive winning strategy, and overwrite potentially unsafe actions by safe
ones.

Real-world control systems face delays due to data collection, processing, or
transmission. Ignoring delays can cause safety-critical failures. We propose
delay-resilient pre- and post-shields to guarantee safety under delays in the ob-
servations. To synthesize shields, we extend the safety game to include worst-
case delays, introducing imperfect state information. Both pre- and post- shields
require the maximally-permissive winning strategy for the corresponding safety
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(a) Pre-shield. (b) Post-shield.

Figure 1.1: Shielding scheme.

game under delayed observation. We compute it following the algorithm pro-
posed in [Che+18].

For post-shields, we need to de�ne which of the available correct actions the
shield will use to overwrite each potentially unsafe action. To do so, we compute
shields that maximize a given �tness function of states, and propose two �tness
criteria: robustness and controllability. The robustness of a state measures how
close it is to an unsafe state in the safety game graph. The controllability of
a state is the maximal amount of delay under which that state can still be
considered safe.

We tested deterministic shields resilient to delayed observations in the open
source simulator Carla [Dos+17], for avoiding collisions with pedestrians as
well as car-on-car collisions in intersections. We used the default driver available
in Carla as our shielded agent.

1.2.4 Contribution: Probabilistic Shielding for Autonomous
Valet Parking (Chapter 5)

Unlike deterministic shields, which enforce safety strictly, probabilistic shield-
ing accounts for low-probability events but only intervenes when the risk of a
collision exceeds a prede�ned threshold. This approach reduces unnecessary
interventions, and uses the Markov decision process (MDP) as its underlying
model, instead of the safety game.

The shield evaluates control commands by mapping sensor data and prior ac-
tions to an MDP state, then estimating the probability of avoiding collisions if
the command is executed. If this probability falls below the threshold, the shield
overrides the command. These probability computations rely on probabilistic
model checking, requiring a well-structured MDP representation of the vehicle
and its environment.

Building an appropriate MDP model is challenging|it must balance accuracy
with computational feasibility. The model consists of the ego car and the pedes-
trians. The ego car is represented via an abstraction of the Simrod digital
twin [Deb19], with discretized actions and states to handle uncertainty. The
pedestrians are modeled with movement speeds following a normal distribution,
varying across adults, elders, and children.

we tested probabilistic shields as part of a more complex agent developed as a
shared e�ort in the Foceta project [Ben+23]. In this case, the simulator used
was Prescan, a proprietary tool partially developed within the project, and the
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goal of the shield is to act together with an emergency brake system to avoid
collisions with pedestrians.

1.3 Fairness

1.3.1 Background

Fairness in AI is essential to prevent discriminatory outcomes, ensuring that
automated decisions do not reinforce or exacerbate societal biases. AI models,
trained on historical data, often inherit biases present in society, leading to dis-
criminatory outcomes that disproportionately a�ect marginalized groups [BHN23].
Since AI systems play an increasingly signi�cant role in decision-making pro-
cesses across domains such as hiring, lending, healthcare, and law enforcement,
ensuring fairness and preventing discrimination have become critical concerns
and the focus of a burgeoning �eld of research [ZMS23; Blu+18; Che+20;
CD+17; DI19; Elz+19; Ge+21; Gra+22; SGD23; Wan+23]. Addressing these
biases is essential to developing ethical AI systems that align with societal values
of justice and equality.

Group fairness vs. individual fairness. Fairness in AI is typically framed
in terms of two broad categories: group fairness and individual fairness. Group
fairness ensures that di�erent demographic groups (e.g., based on race, gender,
or age) receive similar outcomes from an AI system. This can be formalized us-
ing constraints such as demographic parity (equal selection rates across groups)
or equalized odds (equal error rates across groups). Individual fairness [GK21],
on the other hand, requires that similar individuals receive similar treatment,
independent of their group membership. This is typically formulated using sim-
ilarity metrics that measure how closely two individuals resemble each other in
relevant attributes.

Balancing these two notions is challenging, as enforcing strict group fairness
constraints may sometimes lead to violations of individual fairness and vice
versa. Di�erent fairness interventions prioritize one over the other, depending
on the context and ethical considerations. In this thesis, we focus on group
fairness properties.

Sources of bias. AI systems can exhibit bias due to di�erent models of the
world that induce disparities. These biases can be broadly classi�ed into two
categories: intrinsic and extrinsic.

Intrinsic bias stems from biased training data that re
ects historical inequalities
or prejudices. For example, a hiring algorithm trained on past hiring decisions
may reinforce gender disparities in hiring practices. Extrinsic bias arises from
the way AI models process and generalize information. Even if the data it-
self is unbiased, the learning algorithms may still introduce disparities due to
optimization choices, feature selection, or model architecture.

Understanding the origin of bias is crucial in determining appropriate mitigation
strategies. If the bias is intrinsic, interventions may involve adjusting the data
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representation, while extrinsic bias may require changes to the model's learning
process.

A key discussion in fairness research is whether lower accuracy on paper equates
to a more just and correct model. If the training data shows an intrinsic bias
against a certain group, it stands to reason that maximizing accuracy with
respect to the biased dataset does not induce the most accurate model with
respect to the real underlying unbiased data. Therefore, an unbiased model,
that will achieve lower accuracy with respect to the training data, is not only
more fair, but arguably more accurate. However, it is not possible in many cases
to determine what is the best-performing compromise. This compromise and
the impossibility to �nd a solution that satis�es all constraints has been studied
in [SG21].

Types of fairness-inducing methods. Fairness interventions can be broadly
categorized into three main approaches:

ˆ Pre-processing methods:These focus on modifying the training data to
remove bias before model training. Techniques include re-weighting sam-
ples, adjusting labels, and generating fair representations that obfuscate
sensitive attributes [KC12; Zem+13].

ˆ In-processing methods: These modify the training procedure to incorpo-
rate fairness constraints directly into the learning process. Regularization
techniques and adversarial training are commonly used to ensure that the
model does not learn biased patterns [ZLM18; Kam+12].

ˆ Post-processing methods:These adjust the model's predictions after train-
ing to equalize outcomes across demographic groups without altering the
underlying model [HPS16].

Each approach has advantages and trade-o�s. In summary, preprocessing en-
sures fairness at the data level but may not generalize well, while in-processing
methods provide direct fairness guarantees but can be computationally expen-
sive. Post-processing methods are easy to implement but tend to compromise
individual fairness.

1.3.2 Fairness in Sequential Decision-Making Problems.

In sequential decision-making settings, such as loan approvals or criminal risk
assessments, fairness concerns are magni�ed due to the compounding e�ects
of biased decisions. Biased initial decisions can lead to feedback loops, where
disadvantaged groups receive consistently lower opportunities over time, exac-
erbating inequalities.

Fairness interventions in sequential decision-making often involve tracking dis-
parities over multiple time steps and designing policies that compensate for
historical disadvantages.

Group fairness properties are described in terms of the joint probability distri-
bution of the population and the outcomes. For example, demographic parity
states that the probability of a favourable outcome must be independent of
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group membership. In a sequential setting, these probabilities can be estimated
using the relative frequencies of each outcome for each group.

For example, consider a company building a large team, with a population that
we can divide into two groups, A and B , with respect to which the decisions
must be fair. After T = 1000 candidates, nA candidates were from groupA,
out of which n1

A were o�ered a job. The rest nB candidates were from group
B , and of them n1

B were o�ered a job. We can estimate the probability of a
candidate from groupsA and B of getting an o�er as:

P(o�er j A) �
n1

A

nA
; and P(o�er j B ) �

n1
B

nB
=

n1
B

T � nA
:

Demographic parity is formally expressed asP(o�er j A) = P(o�er j B ), and in
terms of relative frequencies it would mean that

lim
T !1

�
n1

A

nA
�

n1
B

nB

�
= 0 : (1.1)

However, in many cases, if the convergence is too slow, it is not enough to guar-
antee fairness in the long run. Group fairness metrics are emerging properties,
which by their own nature cannot be expected when only looking at a few de-
cisions. After seeingT = 6 candidates, three from each group, and hiring one
from group A and two from group B , the di�erence between relative frequen-
cies is 1=3, far from 0, but the process has just started, so it is not reasonable
for demographic parity to emerge yet. If the company continues the interview
process and afterT = 1000 the acceptance ratio of groupA is still 2=3 and the
acceptance ratio of groupB is only 1=3, we can argue for an underlying bias.
This concept can be formalized by stating that after a certain �nite horizon
of T decisions, the relative frequencies may di�er by no more than a certain
threshold � 2 [0; 1].

One way of looking at the study of fairness in a bounded horizon is with a
monitoring perspective: if a process is biased afterT = 1000 decisions, it is
likely to be fundamentally biased, in the sense that the limit in Equation 1.1
does not converge to 0, so we raise the alarm. However, even if the relative
frequencies would converge in the limit to the same value, it can be the case
that the convergence is too slow. In such cases, �nding a considerable disparity
between relative frequencies should not be interpreted as a proxy for a bias in
the limit, but as a tangible bias that is a problem in itself.

On the other hand, once a �nite horizon T has been prede�ned, an algorithm
may act with fairness until the T-th decision, and then act with bias after that,
satisfying fairness in the bounded horizon, but failing in the unbounded horizon.
To this end, we also study the concept ofT-periodic fairness, where we require
the relative frequencies to di�er by no more than a certain threshold � after
k � N decisions, for allk 2 f 1; 2; 3; : : : g [Ala+24].

1.3.3 Contribution: Fairness Shielding (Chapter 6)

In this thesis, we presentfairness shieldsas a post-processing group fairness en-
forcement solution for bounded and periodic horizons in sequential classi�cation
problems.
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Figure 1.2: The operational diagram of fairness shields.

As we illustrate in Figure 1.2, the shield monitors the decisions of a potentially
biased classi�er and has the power to override them. Given a prede�ned fairness
criterion and a time horizon or period, the shield observes individuals' protected
attributes, the classi�er's recommendations, and the cost of modifying decisions.
It then ensures fairness while minimizing intervention costs.

To guarantee fairness in �nite horizons, fairness shields are computed as bounded-
horizon optimal control problems with a hard fairness constraint and a soft cost
constraint. The fairness constraint ensures that empirical bias remains below a
threshold, measured either at the end of the horizon or periodically. The soft
cost constraint discourages excessive interventions by minimizing total expected
costs.

The problem becomes harder for periodic horizons, as there are in�nitely many
input sequences that the shield has to potentially deal with. We conjecture
that optimal shields for periodic horizons cannot be described with �nite re-
sources, and propose three \best e�ort" solutions that modify the computation
of bounded horizon shields to obtain periodic shields. With these solutions, we
lose the hard fairness guarantee for all traces. As a remedy, we study condi-
tions on the incoming traces that ensure the shields achieve fair outputs. These
solutions can be classi�ed into thestatic approach, and thedynamic approach.

The static approach consists of resetting and reusing the same shield after each
time period. If the shield has been computed for a �nite horizon T, at step
T + 1, the internal counters are reset to zero and the shield enforces fairness
in the segment from T + 1 to 2T in the same way as it did for the segment
from 1 to T. A static shield applies the same fairness criterion for each segment
of decisions of lengthT, with the hope that the same fairness criterion applies
when concatenating all segments of lengthT. The advantage of this approach
is simplicity, both in design and computational complexity. The main drawback
is that the hard guarantees hold for small subsets of traces.

The dynamic approach consists of recomputing the shield after each period,
modifying the fairness condition to account for the accumulated decisions of the
trace so far. The advantage of this approach is that the fairness criterion is
tracked more accurately, so these shields tend to interfere less often with the
classi�er while ensuring fairness in a large subset of traces. The main drawback
is that the synthesis algorithm has to be executed at the end of each period.
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To understand the di�erence between the static and dynamic approach, recall
the example of hiring applicants from groups A and B , trying to enforce a
threshold on demographic parity no larger than � = 0 :2. After the �rst T =
1000 decisions, the acceptance rate for groupA is 0.5, and the acceptance rate
for group B is 0.35. Thus, this segment is biased towards groupA, but not
more than the threshold. A dynamic shield would allow the next segment ofT
decisions to have an acceptance rate for groupA of 0.5 and 0:72 for group B .
Even if looking at the segment from T + 1 to 2T, the di�erence in acceptance
rates is larger than the threshold, the dynamic shields knows that groupB can
overcompensate for the low rate in the �rst segment, as long as demographic
parity is kept in the threshold for the longer segment of the �rst 2T decisions.
On the other hand, a static shield would not allow B to overcompensate, being
more restrictive than the dynamic shield.

Shields rely on a known or learned distribution of future decisions and costs.
Even if the distribution is imprecise, fairness guarantees remain intact|only
cost-optimality may be a�ected. Shields are computed via dynamic program-
ming, optimized to run in polynomial time for a wide variety of group fairness
metrics by abstracting traces to a relevant set of counters.

1.4 Transparency and Accountability

1.4.1 Background

Beyond ensuring that AI systems behave safely and fairly, they must also be
explainable. Trust in AI depends not only on its performance but also on its
transparency | users and stakeholders must understand why a system made
a particular decision. Moreover, when AI systems cause harm, it is essential
to have robust accountability mechanisms in place to determine responsibility
and take corrective action. Explainability is also key for accountability: if an
AI system causes harm or fails in an unexpected way, it must be possible to
trace its reasoning to diagnose the issue and assign responsibility. Without
explainability, AI remains a \black box", making it di�cult to audit, improve,
or justify its decisions in legal and ethical contexts. By integrating explainability
into AI design, we can build systems that foster trust, enable human oversight,
and ensure accountability in decision-making.

Explainability and accountability are closely intertwined. In human account-
ability processes, understanding why a person acted in a certain way is essential
for assigning responsibility and determining degrees of culpability. Courts, for
example, consider intent, circumstances, and explanations when assessing guilt.
Similarly, for AI systems, understanding why a particular decision or action was
taken is crucial in determining liability when harm occurs.

Accountability in software systems has long been a topic of interest in �elds
such as cybersecurity, safety-critical systems, and software engineering [FJW11;
Jag+09; KTV10]. Traditional software accountability often relies on clear speci-
�cations, audit logs, and formal veri�cation techniques to determine responsibil-
ity when a system fails or produces an unexpected outcome [Kro+17; FJW20].

However, AI-based systems, particularly those leveraging machine learning,
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present unique challenges. Unlike traditional rule-based software, many AI mod-
els operate e�ectively as black boxes, making it di�cult to trace the logic behind
their decisions. This lack of transparency complicates accountability, as it be-
comes unclear whether failures arise from design 
aws, biased training data,
unforeseen interactions, or user misuse.

1.4.2 The Role of Intention in Accountability

A crucial aspect of human accountability is the notion of intention . Under-
standing whether an action was intentional, accidental, or due to negligence is
key in determining degrees of responsibility. Courts, for instance, distinguish
between premeditated actions and unintended mistakes, applying di�erent legal
consequences accordingly [Kno16].

For AI, the concept of intention requires further study. As a caveat, we explic-
itly avoid the debate on whether AI systems may have consciousness or free
will [But01; CM13]. In any case, a large part of the theoretical development on
the concept of intention can be applied to any rational planning agent that acts
with goals and constrained resources [BIP88; Bra87]. This general de�nition
also applies to many AI agents, regardless of the working notion of conscious-
ness and free will. AI systems exhibit functionally intentional behaviour, such
as pursuing a speci�ed objective or optimizing for a particular reward. Under-
standing intentional behaviour in AI can help re�ne accountability frameworks
by distinguishing between di�erent sources of harm.

1.4.3 Contribution: Intentional Behaviour in Agents op-
erating on MDPs (Chapter 7)

Interpreting the decision-making processes of modern machine-learning-based
agents in probabilistic settings presents signi�cant challenges due to the ab-
sence of explicit goals or intentions in their models. Traditionally, intention is
connected to planning in both cognitive and computational reasoning [BIP88].
In this thesis, we consider intention as the \state of the world" an agent plans
toward, serving as a proxy for its internal reasoning. Since modern agents,
particularly those trained using reinforcement learning, do not have explicitly
modeled beliefs or reasoning processes, their intentions can only be inferred
probabilistically.

Our proposed framework quantitatively assesses whether an agent's behaviour
exhibits evidence of intentionality. Instead of making binary assertions about
intention, it provides con�dence levels and quanti�ed evidence.

We model autonomous agents as policies within a probabilistic environment as
MDPs. Key to our framework are the notions of agency and intention quotient.
The agency measures the agent's ability to in
uence outcomes, de�ned as the
probability di�erence between optimally achieving or avoiding a goal. The in-
tention quotient is a normalized value between 0 and 1 that measures how close
the policy of the agent is to achieving or avoiding a goal. Intention quotient
quanti�es the degree of apparent intentional behaviour, with values close to 1
indicating high evidence of intentionality.
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These notions can be used to study an agent preemptively by calculating agency
and intention quotients towards a particular goal around the states of interest.
With the mindset of serving a potential accountability process, we also propose
a retrospective methodology to study concrete traces that end up in a harmful
state. When the trace under study does not o�er enough evidence for a con-
�dent assessment, we produce counterfactual traces and use them to increase
con�dence.

Our method can help understand whether an agent shows evidence of acting
intentionally towards an end. While this is a necessary step for accountability
processes, it is not the only one, and questions such as who is responsible or
who has to pay for the harm intentionally produced by the agent are out of the
scope of this work.

1.5 Formal Methods

In the �eld of computer science, formal methods can be broadly described as rig-
orous mathematical techniques used to specify, verify, and prove system proper-
ties. Rigorous formalizations not only have the advantage of providing provable
guarantees, but also a deep understanding of those guarantees.

Formal methods have long been a cornerstone of trusted computing, being used
in safety-critical domains like controllers in avionics and medical devices, as well
as performance-critical system code like arbiters and process managers [Woo+09;
Bee+24]. Because of this history, many researchers and practitioners think that
formal methods for AI are destined to play a central role in the future of trust-
worthy AI [Li+23]. By applying logical reasoning, theorem proving, and model
checking, formal methods provide strong guarantees about software and hard-
ware systems. Unlike testing, which only checks for correctness in speci�c sce-
narios, formal veri�cation provides mathematical certainty for all possible cases
within a given model. However, the guarantees are only as good as the model,
and, as the popular saying goes, all models are wrong | albeit some of them are
useful. This should serve as a constant reminder throughout the thesis that all
results and guarantees hold in the ideal model, and any consequences of those
results on reality are mediated by how good the model is as a description of the
real world.

1.5.1 Contribution: The Reactive Decision Making Frame-
work (Chapter 3)

The frameworks used to formalize the di�erent contributions in this thesis use
di�erent models: safety games are used for deterministic safety shielding, MDPs
are used for probabilistic safety shielding and intention analysis, and sequential
classi�cation problems are used for fairness shielding.

However, these frameworks always have in common an agent interacting with an
environment. In this thesis, we introduce the reactive decision making frame-
work as a formal generalization of the aforementioned formal models. We also
formalize the concept of shielding in the reactive decision making framework,
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generalizing previously di�erentiated notions [K•on19] and re�ning the de�ni-
tions to account for edge cases that had been previously mistreated.

1.6 Outline of the Thesis

Chapter 2 introduces the notation and previously established concepts that are
required throughout the thesis. While this chapter, and the thesis as a whole,
is self-contained, the exposition may be too succinct for an unfamiliar reader.
For a deeper understanding of the background material, we give pointers to
adequate reference materials. Chapter 3 introduces the reactive decision making
framework and the notion of shielding. We show how the formal frameworks
used in this thesis are particular cases of this general formalization. We also show
how previous notions of shielding for safety properties correspond to shielding
as described in the reactive decision making framework.

Chapters 4 and 5 explore shielding for safety properties with some source of
uncertainty in the context of autonomous driving. Chapter 4 explores deter-
ministic shielding for safety properties resilient to delayed observations. We
show how shields can be extended to guarantee a safety speci�cation even with
imperfect information, and study di�erent methods to choose a corrective ac-
tion. In Chapter 5, we report our experience on using probabilistic shielding on
an autonomous car operating in a parking lot with the objective of avoiding col-
lisions with pedestrians. We describe how to build realistic models of a car and
pedestrians in its vicinity, and report the results of a comparative test between
our shields and an automatic emergency brake system.

We move our focus from safety to fairness in Chapter 6, where we introduce
the notion of fairness shields and describe how to compute di�erent types of
fairness shields for �nite and periodic time horizons. We validate the usefulness
of fairness shields on an extensive evaluation against standard benchmarks from
the literature on algorithmic fairness.

Chapter 7 moves away from runtime enforcement towards explainability and
accountability. In this chapter, we present our framework for studying inten-
tional behaviour on agents operating in MDPs using the notions of agency and
intention-quotient. We present our retrospective methodology, intended for ac-
countability processes after harm has occurred, and showcase how it would work
in a toy example.

Chapter 8 rounds up the thesis with future work and concluding remarks, fol-
lowed by an appendix detailing the publications associated with the completion
of the PhD program.

While the landscape of AI research is currently very English-centric, its fruits
shouldn't be. As a nod to diversity, each chapter is preceded by a famous quote,
mostly in languages other than English. Do not take them too seriously. The
last pages of this document contain a cheat sheet meant to help the reader go
through the notation. Let the power of well-structured indices prevail when the
power of well-written text may fail.
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Chapter 2

Preliminaries

AGEWMETRHTOS MHDEIS EISITW. 1

a | Inscription above the entrance of Plato's Academy. 2

In this chapter, we will brie
y cover the basic concepts that will be used through-
out the thesis. This serves the double purpose of being a lightweight introduction
to the topics and �xing the notation used throughout the thesis.

2.1 Basic Notation

Sets, numbers, and functions. We useB = f? ; >g to denote the Boolean
domain, N = f 0; 1; : : : g to denote the set of natural numbers,Z to denote the set
of integer numbers, andR to denote the set of real numbers. Givena < b 2 R,
we use (a; b) to denote the open interval betweena and b, [a; b] to denote the
closed interval, and (a; b] to denote the interval open at one end and closed at
the other. Given a real number a 2 R, we usebac to denote the largest integer
that is less or equal thana (i.e., the 
oor of a), dae to denote the smallest integer
that is greater or equal than a (i.e., the ceiling of a) and bae to indicate the
integer that is closest to a (i.e., the result of rounding a). We use the standard
convention that bae = dae when a is at the same distance ofbac than dae. In
general, it is true that a � 1 � b ac � a � d ae � a + 1. Given a; b 2 R, we
use the notation a � b to indicate that a is much smaler than b, and a � b to
indicate that a is much greater than b, where how much ismuch depends on
the context.

Given a �nite set X , we denote its cardinality by jX j. Given a function f : X !
Y, and a subsetX � X , the image set isf (X ) = f y 2 Y : 9x 2 X; f (x) = yg.
Similarly, given a subsetY � Y , the antiimage set isf � 1(Y ) = f x : f (x) 2 Yg.
Given an arbitrary domain X and a function f : X ! Rn , the support of f is
Supp(f ) = f x 2 X : f (x) 6= 0g. Let X be a subsetX � X , we de�ne the

1Let no one ignorant of geometry enter here.
2The existence of this inscription is a disputed fact, since the earliest known documents

that mention it date about 700 years after Plato's death. It has become, however, a powerful
meme.
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indicator function of X in X as 1X : X ! f 0; 1g, such that 1X (x) = 1 if and
only if x 2 X . We will use the equivalent notation 1[x 2 X ]. In the special case
where the set is a single element,X = f yg, we will use the notation 1[x = y].
Similarly, if X = X n y, we will denote the indicator function as 1[x 6= y].

Words and languages. An alphabet � is a �nite set. A word (or trace) in
an alphabet is a sequence of elements in the alphabet. We use �i to denote the
set containing words of length i in the alphabet � and � � k to denote the set
of words of length at most k in �, i.e., � � k = [ k

j =0 � j . We use � � for the set
of all words of �nite length, i.e., � � = [ 1

k=0 � k . We use � ! to denote the set of
in�nite words in �, and � 1 = � � [ � ! . We will also use 2� to denote the power
set of �. Given a word w 2 � 1 , we usejwj to refer to its length. Given a word
w = � 0� 1 � � � 2 � 1 , for n; m such that n � m � j wj, we will use the notation
w[n :m ] = � n � n +1 : : : � m , and in the casen = 0 we will use the notation w:m

to refer to w[0:m ]. Given two words w1 = � 0 : : : � n ; w2 = � n +1 : : : � n + m in �,
the concatenation is the word w1 � w2 = � 0 : : : � n � n +1 : : : � n + m . Given a �nite
word w = � 1 : : : � n , we usew! to denote the resulting word of concatenatingw
in�nitely many times. A set of words L � � 1 is called a language.

2.2 Probability Theory

In this section, we de�ne some basic notions of probability theory. We refer the
reader to [Dur19, Chap. 1] for a more detailed discussion.

Let 
 be a non-empty set, a � -algebra is a setF � 2
 that satis�es: (i) 
 2 F ,
(ii) if A 2 F , then 
 n A 2 F , and (iii) if f A i g1

i =1 is a countable collection of
sets in F , then

S 1
i =1 A i 2 F . The tuple (
 ; F ) is a measurable space. Given

a set 
 and a subset F � 2
 , the � -algebra generated byF is the smallest
� -algebra F such that F � F . The most commonly used measurable space is
(Rn ; Bn ), where Bn is the Borel � -algebra onRn , i.e., the � -algebra generated
by the open sets ofRn . Let (
 ; F ) and (
 0; F 0) be two measurable spaces, a
function f : 
 ! 
 0 is measurableif for every B 2 F 0, f � 1(B ) 2 F .

A probability space is a tuple (
 ; F ; P), where (
 ; F ) is a measurable space
and P: F ! [0; 1] is a function satisfying: (i) P(
) = 1, (ii) if A 2 F , then
P(
 n A) = 1 � P(A), and (iii) for any countable collection f A i g1

i =1 of disjoint
sets in F , we haveP(

S 1
i =1 A i ) =

P 1
i =1 P(A i ). P is called aprobability measure

over (
 ; F ). A random variable on 
 is a measurable function X : 
 ! R from
a probability space (
 ; F ; P) to ( R; B). We typically think of a random variable
as a symbol that takes a value inB 2 B with probability P(X � 1(B )). We also
denote P(X � 1(B )) as P[X 2 B ]. When B = f bg, we may denoteP(X � 1(B )) as
P[X = b].

A random variable X induces a a probability measure� on (R; B), called its
probability distribution (or simply distribution ), by setting � : B ! R, � (A) =
P(X 2 A). The distribution of a random variable is usually described using its
distribution function F : R ! [0; 1], de�ned as F (x) = P(X 2 (�1 ; x)). We
say that X follows the distribution F , and denote it by X � F . The set of
distributions over R is the set of probability measures over (R; B), and denoted
asD(R). For a countable set 
, a distribution over 
 is any function d: 
 ! R,
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such that there exists a probability space (
 ; F ; P) satisfying for all ! 2 
 that
f ! g 2 F and P(f ! g) = d(! ). We denote the set of distributions over 
 as D(
).

The expected valueof a random variable is E[X ] =
R


 X (! )dP(! ), where
R

is
the standard Lebesgue integral on the measure given byP.

2.3 Deterministic Two-Player Games

2.3.1 Games with Perfect Information

The deterministic two-player game is a widely used formalism to model deter-
ministic interactions between an agent and an environment, where the environ-
ment is considered adversarial.

Formally, a deterministic two-player gameis a tuple G = ( S; s0; Senv ; Sag ; A ; T ; Acc),
where S = Senv [ Sag is a �nite set (the state space), composed of the disjoint
sets Senv (states of the environment) and Sag (states of the agent). There
is a special state,s0 2 Senv , the initial state. A is the set of actions, T �
(Senv � Sag ) [ (Sag � A � Senv ) is the transition relation and Acc � S! is the
winning condition for the agent. For convenience, we usually writes ��! s0 for
(s; �; s 0) 2 T , and s0 u�! s for (s0; s) 2 T , where u stands for \unde�ned". The
state space is required to be deadlock-free, i.e., for alls 2 Senv , there exists
s0 2 Sag such that (s; s0) 2 T . Similarly, for all s0 2 Sag , there exist � 2 A and
s 2 Senv such that (s0; �; s ) 2 T . The transition relation is deterministic for the
agent, i.e., for any s 2 Sag and � 2 A , if s ��! s0 and s ��! s00then s0 = s00. It is
useful to think of G as a bipartite graph, where the set of nodes is partitioned
into Sag and Senv , the edges fromSag to Senv are labeled with symbols inA ,
and the edges fromSenv to Sag are unlabeled.

On some occasions, it will be useful to work with a concrete set of actions for
the environment. An environment action set is a setA env , that uniquely labels
each transition of the environment, making the transition relation deterministic
for the environment. That is, for every pair of states s 2 Senv ; s0 2 Sag such that
(s; s0) 2 T , there exists a unique labelx 2 A env associated with the pair. We
write this relation as s x�! s0. To make the environment transitions deterministic,
we require that given s 2 Senv ; x 2 A env , there is at most one states0 2 Sag

such that s x�! s0.

Note that a set A env has at least as many labels as the maximum out-degree of
T for states in Senv , that is

jA env j � max
s2 Senv

jf s0 2 Sag : (s; s0) 2 T gj : (2.1)

Furthermore, this bound is tight: since the condition on the transition is de�ned
independently for every environment state, we can reuse labels without any issue
for di�erent environment states.

Plays. The game is played by two players: the agent and the environment. In
the safety game, at every states 2 Sag , the agent chooses a transitions ��! s0,
and at every state of the environment s 2 Senv , the environment chooses a
transition s u�! s0. Together, they produce a trace of states� = [ s0; s1; : : : ],
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where for all i 2 N, s2i
u�! s2i +1 and there exists � i such that s2i � 1

� i�! s2i .
In the game context, a trace of states is also called aplay. Sometimes, it is
useful to consider the concrete actions of the agent that give rise to a play.
For a given play � = [ s0; s1; s2; : : : ], the correspondingstate-action play is � =
[s0; s1; � 1; s2; s3; � 2; s4], where for all i 2 N, s2i � 1

� i�! s2i . Since the actions are
determined by state transitions, it is equivalent to talking about plays as state
sequences or state-action sequences. We will use state-action plays whenever
concrete actions take an essential role. The set of all plays of a gameG is
denoted by �( G) � (Senv � Sag )! .

Strategies. A strategy for the agent is a function � : (Senv � Sag ) � ! 2A ,
that given a trace � 2 S� , and produces a set of actions� (s) � A . A strategy is
memorylessif it only depends on the last state of the trace. In such cases, we
will denote it as a function � : Sag ! 2A . A strategy is deterministic if 8� 2 S� ,
j� (� )j = 1. When it is clear from context that a strategy � is deterministic, we
will denote it as a function � : Senv � S�

ag ! A , and as a function � : Sag ! A
when it is also memoryless. A play� = [ s0; s1; : : :] is valid under a strategy � of
the agent if for all i 2 N, there exists � i 2 � (s2i � 1) such that s2i � 1

� i�! s2i . The
set of behavioursBeh(G; � ) consists of all plays following� , that is:

Beh(G; � ) = f � = [ s0; s1; : : : ] 2 �( G) : 8i 2 N; 9� i ; s.t. � i 2 � (s2i � 1)g: (2.2)

A strategy � is winning for the agent if Beh(G; � ) 6= ; and for all � 2 Beh(G; � )
we have� 2 Acc. A winning strategy � is maximally permissive if Beh(G; � 0) �
Beh(G; � ) for every winning strategy � 0.

An output-restricted strategy is a function � : Sag � 2A ! 2A , satisfying that 8s 2
Sag ; 8� 2 2A , � (s; �) � �. Each output-restricted strategy � has an equivalent
unrestricted strategy �̂ , de�ned as �̂ (s) = � (s;A ). An output-restricted strategy
is deterministic if 8s 2 Sag , 8� 2 2A , j� (s; �) j = 1. The previous de�nitions for
winning and maximally permissive strategy apply to the unrestricted strategy.

Synthesis of winning strategies of safety games. A game G is a safety
gameif its winning condition is de�ned by the game staying in a set of safe states
F � S. That is, if Acc = F ! . It is a classical result [Tho95] that the maximally
permissive strategy of a safety game, if it exists, is unique, memoryless, and can
be computed in O(jSj � jAj ). This is done by computing the so-called winning
region. The winning region is the setW of states that are part of a trace valid
under a winning strategy:

W =
�

s 2 S : 9� = s0s1 : : : s; and 9� � : Sag ! 2A , such that
� � is winning and � is valid under � �

�
(2.3)

With the help of the winning region, we can de�ne the strategy � max:perm: as

� max:perm:(s) = f � 2 A : s ��! s0; for s0 2 W g: (2.4)

This strategy has the property of being winning and maximally permissive [Tho95].
In safety games, we often say that a states is safe when s 2 W .
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2.3.2 Games Under Delay

Delayed games follow the intuition that the system does not have access to the
most recent inputs, forcing it to make decisions having only partial information
on the current state. In this section, we summarize the construction of delayed
safety games from [Che+21], with two di�erences. The �rst one is that we con-
sider delays as full-step and not half-step delays. This is not a conceptual change
but rather a change that lightens notation in some de�nitions. The second is
that we extend the de�nitions to include an arbitrary amount of memory.

Game graph under delay. Introducing delays does not change the game
graph itself, but we add two parameters, one for the amount of delay and one
for the amount of memory available. Formally, a deterministic two-player game
with delay � and memory � is a tuple G�;� = hS; s0; Senv ; Sag ; A ; T ; Acc; �; � i ,
where � 2 N, represents the delay in the input observation, � 2 N represents
the length of the register (memory) of own outputs allowed to the agent, and
G = hS; s0; Senv ; Sag ; A ; T ; Acci is a two-player game.

Game play under delay. A delay of � causes the agent to be unaware of the
last � transitions produced by the environment. The agent is aware of its own
actions and can store them in a register of size� used to limit the uncertainty
about the current (partially unknown) state of the game. We give the name of
observed stateof the agent to the state from which a strategy chooses which
action to take. We give the name ofcurrent state of the agent to the state in
which the action chosen by the agent is applied. In perfect information games
(i.e., when � = 0), the current state and the observed state of the agent are
the same. In delayed games, thecurrent state of the agent is � agent states
ahead of the observed state. Therefore, a strategy under delay� is aware that
an observed states and output register � limits the possible current states, and
has to choose an action to be applied, knowing it will be applied in one of the
possible current states, without explicit knowledge of which one.

Strategies under delay. In a game with delay � , the agent can only observe
the �rst state after � steps in the game, and has to play the �rst moves \blindly".
In this initial transient period, the agent needs to ensure it can travel from the
initial state to a state with a de�ned winning strategy. Therefore, we also need
to de�ne the strategy for an unobserved state. Let Sag� = Sag [ f "g, where "
represents the unobserved state.

A strategy for the agent under delay� with memory � is a function � �;� : Sag� �
A � � ! 2A . When � and � are clear from context or irrelevant, we will denote
it simply as � . A state-action play � = [ s0; s1; � 1; : : : ] is valid under strategy �
if 8i 2 N,

� i 2 �
�
s2( i � � ) � 1 ; [� i � � ; : : : ; � i � 1 ]

�
; (2.5)

with sj , � j = " for any j < 0, to account for the transient period.

Most of the time, the strategy takes as input a state s 2 Sag and a sequence
of actions � 2 A � representing the last � actions executed by the agent. The
state s is the observedstate, and the strategy has to take care that any action
� 0 2 � (s; � ) will be executed in the current state, about which the agent has
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only partial information given by s and � . Note that the state-action trace used
in Equation 2.5 is � = [ s0; s1; � 1; s2; s3; � 2; s4; : : : ], where si is a state of the
agent or the environment depending on the parity of i . More concretely, for
all i , we haves2i � 1 2 Sag , s2i 2 Senv , and s2i � 1

� i�! s2i . The strategy has to
de�ne the action � i to take in the (unknown) current state s2i � 1, using only
information of the � latest actions and the observed states2( i � � ) � 1 that is �
observations behind the current state.

At the beginning of the game, before there are� environment transitions, the
agent has not had time to observe any state yet, and thus the observed state
is represented by the empty state" . Similarly, if there have only been � < �
actions played by the agent, the action register is� 2 A � . This transient phase
is the reason why we need to de�ne the strategy also for the domainf "g � A � � .

As in the undelayed setting, we de�ne the behaviour Beh(G�;� ; � ), as the set
of traces that are valid under � , and a strategy � is winning if all traces valid
under � are inside winning set Acc. A winning strategy � is maximally per-
missive if Beh(G�;� ; � 0) � Beh(G�;� ; � ) for every winning strategy � 0. Chen et
al. showed that a safety gameG with delay � and memory � = � is equiv-
alent to a safety game with no delayG0 with a set of states S0 =

�
S � A �

�
[�

f s0
0g � A � �

�
[Che+21, Lemma 2]. In particular, this result, together with [Tho95],

proves that for any game that can be solved with delay� , there exists a winning
strategy with � = � memory. Some games have winning strategies with less
or no memory. We refer to strategies with less memory asmemory-restricted
strategies, with the special case ofmemorylessstrategies when� = 0.

Synthesis of winning strategies under delay. We outline the algorithm
to solve delayed safety games with delay� and memory � = � , as presented
in [Che+21]. A more detailed version of the algorithm is given is presented as
part of Chapter 4, where we extend it to strategies with any amount of memory
� � � .

The algorithm to solve a delayed safety game iteratively constructs and solves
the safety game with increasing delaysd = 0 ; 1; : : : ; � and memory size� =
d. At every iteration in d, the maximally permissive strategy for the agent is
computed using the strategy for the previous delayd� 1, followed by a reduction
of the game graph aiming to mitigate the exponential blow-up in the state
space and the computation of the transient phase. To compute the maximally

Figure 2.1: Computation of winning strategies under delay� = 1 with memory
� = 0 ; 1. In this example, the observed state iss, and the current state is
one of s3; s4; s5; s6; or s7. From state s 2 Sag , if the last action was a, the
agent knows the environment has made a transition from states1, making b
potentially unsafe. Similarly, if the last action by the agent was b, the current
state is one ofs5; s6; or s7, making a unsafe. If the agent cannot store its last
action in memory, there is no winning strategy from s.



2.4. MARKOV DECISION PROCESS 39

permissive strategy using previous delays, for each states 2 Sag and output
register [y1; : : : ; yd], we compute the setI s;y d , containing all states s00 2 Sag

that can be reached by a pair of transitions s
yd�! s0 u�! s00. The intersection

of the actions allowed by the maximally permissive strategy for delayd � 1 in
states of I s;y d corresponds then to the actions allowed with delayd in state s
with output register [ y1; : : : ; yd]. Figure 2.1 shows an example of computing the
maximally permissive winning strategy under delay � = 1 from the one under
delay � = 0, for memory � 2 f 0; 1g.

2.4 Markov Decision Process

A Markov decision process (MDP) is a tuple M = ( S; A ; P), where S is a
countable set of states,A is a countable set of actions, andP : S �A ! D (S) is
the probabilistic transition function. Given a state s 2 S and an action a 2 A ,
P(s; a) is a distribution of states. It is common in the literature to denote the
probability of a state s0 2 S under the distribution P(s; a) as P(s; a; s0) instead
of P(s; a)(s0). Sometimes, an MDP is described together with a special state
s0 2 S, indicating it is the initial state . Sometimes, instead of a single initial
state, the MDP is accompanied by a distribution of initial states � 2 D (S). A
policy � : S ! D (A) is a function mapping each states 2 S to a probability
distribution over the actions in A .

A Markov chain (MC) is a tuple M = ( S; P), where S is a countable set
of states and P : S ! D (S) is a transition function. Similarly to the nota-
tion used in MDPs, for s; s0 2 S, it is usual to denote the probability of s0 in
the distribution P(s) as P(s; s0). Given an MDP M = ( S; A ; P) and a pol-
icy � : S ! D (A), the Markov chain induced by � is M � = ( S; P� ), where
P� (s; s0) =

P
a2A � (s)(a) � P (s; a; s0).

An in�nite trace (also known aspath in the literature) in a MC M is a sequence
� = s0s1s2 : : : where P(si ; si +1 ) > 0 for all i � 0. We denote the set of all
in�nite traces by 
 M .

A distance in an MDP is a function d: S �S ! R� 0 such that for all x; y; z 2 S,
we have

ˆ Simmetry: d(x; y) = d(y; x).

ˆ Triangular inequality: d(x; y) � d(x; z) + d(z; y).

ˆ Identity: d(x; y) = 0 if and only if x = y.

A ball of radius r > 0 centered at states 2 S is the set

B r (s) = f s0 2 S : d(s; s0) < r g:

Similary, a ball of radius r > 0 centered at a set of statesS � S is the set

B r (S) = f s0 2 S : 9s 2 S: d(s; s0) < r g:
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Product MDP. Given two MPDs M 1 = ( S1; A 1; P1) and M 2 = ( S2; A 2; P2),
the product MDP of M 1 and M 2 is the MDP M = ( S1 � S 2; A 1 � A 2; P),
where the transition function P is de�ned as follows. For each (s1; s2); (s0

1; s0
2) 2

S1 � S 2, and for each (a1; a2) 2 A 1 � A 2, the transition probability is de�ned as

P
� �

s1; s2
�
;
�
a1; a2

�
;
�
s0

1; s0
2

� �
= P1

�
s1; a1; s0

1

�
� P

�
s2; a2; s0

2

�
:

Similarly, we can de�ne the product between an MDP and a Markov chain.
Given an MDP M D = ( SD ; A ; PD ) and a Markov chain M C = ( SC ; PC ), the
product MDP of M D and M C is the MDP M = ( SM � S C ; A ; P), where the
transition function is de�ned as follows. For each (sD ; sC ); (s0

D ; s0
C ) 2 SD � S C

and eacha 2 A , the transition probability is de�ned as

P
� �

sD ; sC
�
; a;

�
s0

D ; s0
C

� �
= PD

�
sD ; a; s0

D

�
� PC

�
sC ; s0

C

�
:

2.4.1 Cylinder Set Construction

To de�ne a probability measure over traces, we use thecylinder set construction.
This is a standard construction in the literature; details can be found in [BK08,
Chap. 10]. Let M = ( S; P) be a Markov chain. For a �nite trace pre�x ! =
s0s1 : : : sn , the cylinder set generated by! , denoted Cyl (! ), is the set of all in-
�nite traces starting with ! . Formally: Cyl (! ) = f ! 0 2 
 : ! 0 begins with ! g:
The probability of the cylinder set Cyl (! ) is de�ned as PM (Cyl (! )) =

Q n � 1
i =0 P(si ; si +1 ).

The � -algebra associated withM , denoted by F M , is the � -algebra gener-
ated by all Cyl (! ), where ! is a �nite trace pre�x. With this construction,
(
 M ; F M ; PM ) is a probability space that lets us measure the probabilities of
�nite trace pre�xes (as the probability of its corresponding cylinder set), and in
the limit lets us measure the probability of in�nite traces.

Let M = ( S; A ; P) and � : S ! D (A) be a policy. We cannot de�ne a proba-
bility space on M . To talk about probabilities in an MDP, we need to make a
cylinder set construction on the Markov chain induced by an MDP and policy.
The construction for MDPs is slightly di�erent, as we include actions as part of
the trace.

An in�nite state-action trace is a sequence! = s0a0s1a1 : : : , where� (si )(ai ) > 0
and P(si ; ai ; si +1 ) > 0 for all i � 0. We denote the set of all in�nite state-
action traces as 
 M

� and make the same cylinder set construction to de�ne the
sigma algebra on 
M

� generated by all cylinder sets of �nite state-action trace
pre�xes, and the corresponding probability measure, where for a given trace
pre�x ! = s0a0s1a1 : : : sn , the probability of the cylinder set associated with
it is PM

� (Cyl (! )) =
Q n � 1

i =0 � (si )(ai )P(si ; si +1 ). We will denote the generated
probability space as (
 M

� ; F M
� ; PM

� ).

2.4.2 Reachability Properties

A reachability property is de�ned as the probability of reaching a given set of
target states T � S from an initial state s 2 S under a policy � after at most
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k 2 N [ f1g transitions. Formally, we de�ne the reachability probability of T
in M from s0 using the policy � in less than k transitions as:

PM
� (Reach� k (s; T)) = PM

�

�
f ! 2 
 M

� : s0 = s and 9n � k; sn 2 Tg
�

: (2.6)

Similarly, we may be interested in computing a reachability probability after a
particular action has been �xed. The probability of reaching T in M from s
after performing action a 2 A is de�ned as:

PM
� (Reach� k (s; a; T)) =

X

s02S

P(s; a; s0)�PM
�

�
f ! 2 
 M

� : s0 = s0 and 9n � k; sn 2 Tg
�

:

(2.7)

Sometimes, it is of interest to know the maximum and minimum values of the
reachability probability when considering the space of all policies. We de�ne
these probabilities as:

PM
min (Reach� k (s; T)) = min

� : S!D (A )
PM

� (Reach� k (s; T)) ;

PM
max (Reach� k (s; T)) = max

� : S!D (A )
PM

� (Reach� k (s; T)) ;

PM
min (Reach� k (s; a; T)) = min

� : S!D (A )
PM

� (Reach� k (s; a; T)) ;

PM
max (Reach� k (s; a; T)) = max

� : S!D (A )
PM

� (Reach� k (s; a; T)) :

It may also be interesting to consider the maximum and minimum values when
restricting to a certain subset of available policies � � f � : S ! D (A)g. In such
cases, the de�nitions are analogous and we denote them as

PM
min j � (Reach� k (s; T)) = min

� 2 �
PM

� (Reach� k (s; T)) ;

PM
max j � (Reach� k (s; T)) = max

� 2 �
PM

� (Reach� k (s; T)) ;

PM
min j � (Reach� k (s; a; T)) = min

� 2 �
PM

� (Reach� k (s; a; T)) ;

PM
max j � (Reach� k (s; a; T)) = max

� 2 �
PM

� (Reach� k (s; a; T)) :

Avoidance properties. With the same spirit, we de�ne the avoidanceprob-
ability as the complement of the reach probability. We use the notation
Avoid � k (s; T) = : Reach� k (s; T), and de�ne it as

PM
� (Avoid � k (s; T)) = 1 � PM

� (Reach� k (s; T)) : (2.8)

We also consider the minimum and maximum probabilities as described before
for avoidance probabilities. Since the avoidance property is the complement of
the corresponding reachability property, the policy that maximizes one mini-
mizes the other, and viceversa. That is:

PM
min (Avoid � k (s; T)) = 1 � PM

max (Reach� k (s; T)) ; and

PM
max (Avoid � k (s; T)) = 1 � PM

min (Reach� k (s; T)) :

The same reasoning applies in the case that an action has already been decided
| Pmin = max (Avoid � k (s; a; T)) | and the case when there is a restriction on
the set of policies | Pmin = max j � (Avoid � k (s; T)).
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Bounded and unbounded properties. When k 2 N, we say that these are
bounded reachability/avoidanceproperties. When k = 1 , we say that these
are unbounded reachability/avoidanceproperties. In such cases, we may drop
the explicit reference to k in our notation, writing PM

� (Reach(s; T)) instead of
PM

� (Reach�1 (s; T)) for unbounded reachability.

The probabilities for bounded and unbounded reachability can be computed
using probabilistic model checking algorithms [Kat16].

2.4.3 Reinforcement Learning

Reinforcement learning (RL) [SB18] is a category of machine learning where an
agent learns to select actions from observations through trial and error, with
the goal of maximising the long-term returns de�ned by a reward function. A
reinforcement learning problem is formalized with an MDP M = ( S; A ; P).

In RL problems, the MDP is accompanied by a reward functionR : S �A�S !
R. An RL agent executes a policy� : S ! D (A) in the MDP. A state-action
trace is a sequence of states, actions and rewards� = s0a0r 1; s1a1r 2 : : : , where
s0s1 : : : is a trace in the MDP induced by � and r i +1 = R(si ; ai ; si +1 ).

The interaction between the environment and the agent generates state-action-
reward traces as follows. At each step, the agent observes the current state
si 2 S, selects an actionai 2 A , the environment transitions to a next state
si +1 , sampled from the probability distribution P(si ; ai ), and the agent receives
a reward R(si ; ai ; si +1 ). Note that adding the rewards is just a formalism,
since a state-action trace already determines the corresponding state-action-
reward trace. The discounted return for a state-action-reward trace� is G(� ) =P 1

k=0 
 t r t , where 
 2 [0; 1) is the discount factor. Note that if R is a bounded
function, 
 < 1 guarantees that G(� ) is �nite for any � . Since � can be seen
as an element of 
M� , G is a random variable on 
 M

� , so we can consider
its expectation E(G). When it becomes important to state which policy � is
being used to induce an MC and generate a probability space, we will write
E� � � (G(� )).

The goal of the agent is to �nd a policy that maximises the expected discounted
return. Formally, the goal of the agent is to �nd � � : S ! D (A) such that

� � 2 arg max
� : S!D (A )

E� � � [G(� )]:

There are many algorithms to approximate the optimal policy from available
traces; see [SPC23] for a recent survey. We will use in this thesis the Q-learning
algorithm [WD92], which is one of the most classic approaches to the problem.

2.5 Classi�cation Problems and Fairness

Classi�cation problems are a standard setting in supervised machine learning
where there is an input spaceX � Rn , a discrete set of labelsY � N and a
ground truth distribution � 2 D (X � Y ). An element x = ( x1; : : : ; xn ) 2 X is
an instance, and each of thex i 's are the di�erent features.



2.5. CLASSIFICATION PROBLEMS AND FAIRNESS 43

The classi�cation problem consists on �nding f : X ! Y that minimizes the
expected loss, de�ned asL (f ) = E(x;y ) � �

�
1[y 6= f (x)]

�
, when given a set of

samples (x0; y0); : : : ; (xN ; yN ) sampled from � .

In some problems, there are concrete features of the instances that are considered
protected or sensitive features, and it is of utmost importance to protect against
bias with respect to those features. For example, in the problem of screening
applications for a job, one of the protected features may be the applicant's
gender. There are many metrics used to determine whether a classi�er is biased
with respect to sensitive features. When talking about fairness with respect to
a given feature, it is useful to partition the input space into X = F � G , where
G represents the sensitive feature, andF represents the rest of the features. It
is also useful to think of X as a random variable onX that follows the input
part of the ground truth distribution � , and f (X ) as a random variable on
the label spaceY. Similarly, X = ( F; G), where F is a random variable onF
and G is a random variable on G. In this thesis, we will use fairness metrics
based on demographic parity and equal opportunity that assume the sensitive
feature can only take a �nite set of values, i.e., G = f g1; : : : ; gk g. A classi�er
f : F � G ! Y satis�es demographic parity (DP) if for all i 2 f 1; : : : ; kg, we
have E[f (X ) j G = gi ] = E[f (X )]. When Y = f 0; 1g, a classi�er f : F � G ! Y
satis�es equal opportunity (EqOpp) if for all i 2 f 1; : : : ; kg, we haveE[f (X ) j
G = gi ; y = 1] = E[f (X ) j y = 1].

The literature on enforcing fairness properties in classi�cation problems is vast
and rich (see [BHN23] for a recent account of the state of the art).
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Chapter 3

Reactive Decision Making
Framework

If I seem to wander, if I seem to stray, remember that true stories
seldom take the straightest way.| Patrick Rothfuss, The Name of
the Wind.

3.1 Motivation and Outline

This thesis presents di�erent lines of work with the common motivation of ad-
vancing trust in autonomous systems, using di�erent formal models. While each
chapter can be seen as a standalone contribution towards this goal, the formal
models and methods used in each chapter can be encompassed as part of a
general framework.

In this chapter, we introduce the reactive decision-making framework, which
generalizes the many models used throughout the thesis. Following the general
de�nition, we justify how safety games, MDPs, and classi�cation problems can
be expressed as particular cases in this framework.

We also introduce a generalized de�nition of shielding, a method that is used in
most of the chapters in this thesis. We present a uni�ed de�nition and justify
how this adapts to di�erent notions of shielding in the literature.

Outline. In Section 3.2, we introduce the reactive decision-making framework
and show how other formalizations used in the paper can be viewed as particular
cases of it. In Section 3.3 we introduce a generalized de�nition of shielding and
in Section 3.4 we show how classical notions of shielding can be expressed in
this generalized framework.

Declaration of sources. This chapter is the original work of the author of
this thesis and, at the time of writing, remains unpublished.
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3.2 Reactive Decision-Making

The reactive decision-making framework is an abstract framework that models
the di�erent problems presented in this thesis. In a reactive decision-making
framework, an agent interacts with an environment, depicted in Figure 3.1.
There is a set of observationsO, controlled by the environment, and a set of
actions A , controlled by the agent. An environment is a tuple E = ( O; A ; T ),
where T : (O � A ) � ! D (O). We call T the environment transition function .
An agent is a tuple Ag = ( O; A ; � ), where � : (O � A ) � � O ! D (A). We call
� the agent policy function. Given O and A, the set of all policies isPol (O; A).
An environment and an agent are compatible if they share the same set of
observations and actions.

An environment E = ( O; A ; T ) is deterministic if for all input � 2 (O�A ) � , the
support of the environment transition function, Supp( T (� )), has only a single
element. In such cases, we would write the environment transition function as
T : (O � A ) � ! O . An agent Ag = ( O; A ; � ) is deterministic if for all input
(�; o ) 2 (O � A ) � � O , Supp(� (�; o )) has only a single element. In such cases,
we would write the policy function as � : (O � A ) � � O ! A . Given a policy
� : (O � A ) � � O ! D (A), a determinization of � is any deterministic policy
� det : (O � A ) � � O ! A , such that for all ( �; o ) 2 (O � A ) � � O , we have that
� det (�; o ) 2 Supp (� (�; o )).

An environment E = ( O; A ; T ) is memorylessif the transition function depends
only on the last pair of action and observation, that is, if for all ( o; a) 2 O � A
and for all �; � 0 2 (O � A ) � , we haveT (� � (o; a)) = T (� 0 � (o; a)). Similarly,
an agent Ag = ( O; A ; � ) is memoryless if the policy function depends only on
the last observation. Formally, if for all o 2 O and for all �; � 0 2 (O � A ) � ,
� (�; o ) = � (� 0; o).

Note that the de�nitions we give of agents and environments are strictly func-
tional, so we do not consider how the elements are internally designed. For
example, an agent may be designed as an automaton, with internal states and
internal transition functions. For the general theory presented in this chapter,
we do not model such details of the inner structure; we just study agents and
environments as abstract functions that produce an output when given an input.

An observation-action trace is a (�nite or in�nite) sequence of observations
and actions � = ( o0a0); (o1a1); � � � 2 (O � A )1 . Given an environment E =
(O; A ; T ) and an agentAg = ( O; A ; � ), an observation-action trace isvalid if for
all k < j� j, we have that ok+1 2 Supp(T (� :k )) and ak+1 2 Supp(� (� :k ; ok+1 )).
In other words, a trace is valid if it could have been produced by the pair
agent-environment.

An observation trace is a (�nite or in�nite) sequence of observations � O =
o0; o1; : : : 2 O 1 . An action trace is a (�nite or in�nite) sequence of actions
� A = a0a1; : : : A 1 . Given an observation trace� O and an action trace � A , we
can produce an observation-action trace� = ( o0a0); (o1a1); � � � 2 (O � A )1 by
interlacing them. We will denote this by � O jj � A .

Given an environment E, an observation trace� O is valid if there exists an agent
Ag and an action trace � A such that � O jj � A is valid for E and Ag. Given an
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Figure 3.1: Reactive decision-making framework.

agent Ag, an action trace � A is valid if there exists an environment E and an
observation trace such that � O jj � A is valid for E and Ag.

Probability of traces

Given an environmentE = ( O; A ; T ) and an agentAg = ( O; A ; � ), we can make
a similar cylinder set construction as in Section 2.4.1 to de�ne a probability
measure on the space of �nite and in�nite traces.

Let 
 E ;Ag be the set of all observation-action traces. Let! = o1a1; : : : ; on an be
a �nite pre�x, the cylinder set generated by ! is

Cyl (! ) = f ! 0 2 
 E ;Ag : ! 0 begins with ! g:

The probability of the cylinder set Cyl (! ) is

PE ;Ag (Cyl (! )) =
nY

i =0

T
�
! [: i � 1]

�
(oi ) � �

�
! [: i � 1] ; oi

�
(ai ):

Let F E ;Ag be the � -algebra generated by the cylinder sets of all �nite traces! .
The space (
 E ;Ag ; F E ;Ag ; PE ;Ag ) is a probability space.

Sometimes it is useful to talk about traces of a given length and assign proba-
bilities to them, instead of thinking of in�nite traces. Let 
 E ;Ag

k be the set of

traces of length equal tok. Since 
 E ;Ag
k is countable, we can useF E ;Ag

k = 2 
 E ; Ag
k

as our � -algebra. Let ! 2 
 E ;Ag
k , its probability is de�ned as PE ;Ag

k (! ) =
PE ;Ag (Cyl (! )). Then (
 E ;Ag

k ; F E ;Ag
k ; PE ;Ag

k ) is a probability space.

Note that in 
 E ;Ag
k , a trace ! is valid if and only if PE ;Ag

k (! ) 6= 0. This is not
true for in�nite traces.

3.2.1 Deterministic Two-player Games

In this section, we show how a deterministic two-player game corresponds to a
memoryless environment in the reactive decision-making framework, where the
sets of observations and actions are both �nite, and all probability distributions
over observations and actions are uniform over their support.

A deterministic two-player game is formalized as a tupleG = ( S; s0; Senv ; Sag ; A ; T ; Acc)
(Section 2.3). The setSag corresponds to the set of observationsO in the reac-
tive decision-making framework, and the setSenv corresponds toO � A . The
set of actionsA is the same for both formalisms. Giveno 2 Sag , and � 2 A , the



48 CHAPTER 3. REACTIVE DECISION MAKING FRAMEWORK

transition is trivially o ��! (o; � ). Given (o; � ) 2 Senv , the allowed transitions
(o; � ) u�! o0 are those for whicho0 2 T (o; � ).

Note that a play in the safety game, � = [ s0; s1; s2; : : : ], always has the form
� = [( o0; � 0); o1; (o1; � 1); o2; (o2; � 2); : : : ], where s2i = ( oi ; � i ) and s2i +1 = oi +1 ,
so it naturally corresponds to an observation-action trace.

In a deterministic two-player game, the concrete value of the probability of
a given observation or action is unimportant, it is only relevant whether the
probability is non-zero. Therefore, the transition functions can be expressed as
T : O � A ! 2O and � : (O � A ) � � O ! 2A , instead of T : O � A ! D (2O )
and � : (O �A ) � �O ! D (2A ). Note that this is an interpretation of the model.
All allowed transitions are considered to have the same probability because the
only thing that matters is whether the probability is non-zero. In the game
setting, the environment is considered adversarial, so any action with a non-
zero probability (no matter how low), needs to be considered when computing
strategies for the agent.

3.2.2 Markov Decision Processes

In the reactive decision-making framework, a Markov decision process corre-
sponds to a memoryless environment. In typical MDP notation, as introduced
in Section 2.4, observations are calledstates, denoted asS (instead of O). Since
the environment transition function is memoryless, it is written with ( S � A ) as
its domain { instead of (S � A ) � {, denoted by P : S � A ! D (S), and called
the probabilistic transition function .

3.2.3 Classi�cation Problems

In classi�cation problems, the observation space is the input space of the prob-
lem, i.e., following the notation of Section 2.5, O = X . It is standard to
assume that there is a single distribution from which problem instances are
sampled. This would correspond with an environment transition function that
does not depend in any way on the current trace. This is a stronger condi-
tion as being memoryless since we are imposing that for all�; � 0 2 (O � A ) � ,
T (� ) = T (� 0). Therefore, we can simply represent the environment as a dis-
tribution � X 2 D (O). There is also literature studying classi�cation problems
where the data distribution changes according to the actions (accepts or rejects)
given by a classi�er. This phenomenon has been studied as it relates to fairness
in [D'A+20]. Our framework is well adapted to such cases, as it would mean
just keeping a full environment transition function.

Another characteristic of classi�cation problems is that the set of actions rep-
resents the labels available for classi�cation, i.e.A = Y.

3.2.4 Delayed Observations

In some use cases, it is interesting to consider agents that work with uncertain
observations. We are particularly interested in the case of agents that receive
information about observations produced by the environment delayed by a cer-
tain number of steps, in the same spirit as safety games with delayed input
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presented in Section 2.3.2. These delays are a common challenge when deal-
ing with asynchronous control architectures. In this section, we provide two
formalizations of the delayed framework and show that they are equivalent.

The �rst formalization is intended to be an intuitive one, while the second
formalization is an operational one, that we will use to develop the theory of
shielding resilient to delayed observations. We will show that both formulations
are, in fact, equivalent in Section 3.2.4.3.

3.2.4.1 Delayed Observations through Modi�ed Agents

We can formalize delays as part of the reactive decision-making framework by
considering a variation of the actions available to the agent, as depicted in
Figure 3.2. The environment is the same, and samples are the next observation
from the full observation-action trace. On the other side, the agent does not
have access to the last� observations produced by the environment. In the initial
transient phase, the agent only has access to its own action record. After the
transient phase, after � steps, the agent starts receiving the �rst observations,
entering the steady observation phase.

Given an environment E = ( O; A ; T ), an agent under delay � has a policy
function � : Delayed� (O; A ) ! D (A), where

Delayed� (O; A ) = A � � [
�

(o1; a1; : : : ; on ; an ; an +1 ; : : : ; an + � � 1) :
oi 2 O ; ai 2 A ; n � 0

�
: (3.1)

In other words, the agent has either access to a trace longer than� with the �
last observations removed (steady observation phase), or it has access to a trace
shorter than � composed of only actions (transient phase). This is similar to
how we de�ned strategies in games under delay in Equation (2.5).

3.2.4.2 Delayed Observations through Restriction to Agnostic Agents

While Figure 3.2 is a more intuitive formulation, we will use an equivalent for-
mulation that is more operational, in terms of considering only agents restricted
to a certain domain.

De�nition 3.1 (Delayed-observation agent). Let E = ( O; A ; T ) be an envi-
ronment and � � 0. An agent Ag = ( O; A ; � ) works with observations delayed

Figure 3.2: Reactive decision-making framework with delayed observations.
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by � if it is agnostic to the last � observations. That is, if for all � 2 (O � A ) � ,
all (a1; : : : ; a� ) 2 A � , and all (o1; : : : ; o� ); (o0

1; : : : ; o0
� ) 2 O �

�
� �

� � (o1; a1); : : : ; (o� � 1; a� � 1)
�
; o�

�
= �

� �
� � (o0

1; a1); : : : ; (o0
� � 1; a� � 1)

�
; o0

�

�

(3.2)
We denote the set of agents working with observations delayed by� as � � .

3.2.4.3 Equivalence

The equivalence between De�nition 3.1 and an agent with domainDelayed� (O; A )
as in Equation (3.1) stems from the fact that if an agent � with domain
(O � A ) � � O is agnostic to the last � observations, it is fully determined by the
agent � 0: Delayed� (O; A ) ! D (A), and vice versa.

For every � 2 (O�A ) � �O , we can factor it as� =
�
(o1; a1); : : : ; (on ; an ); : : : ; (on + � � 1; an + � � 1); o�

�
,

and then de�ne � (� ) as

� (� ) = � 0� (o1; a1); : : : ; (on ; an ); an +1 ; : : : ; an + � � 1
�
:

For the backwards direction, given� 2 Delayed� (O; A ), we can determine� 0(� )
as follows. The element� 2 Delayed� (O; A ) is of the form � = ( o1; a1; : : : ; on ; an ; an +1 ; : : : ; an + � � 1),
for some n 2 N, oi 2 O and ai 2 A . We choose� arbitrary observations
(on +1 ; : : : ; on + � ) 2 O � and de�ne � 0(� ) as

� 0(� ) = �
� �

(o1; a1); : : : ; (on + � � 1; an + � � 1)
�
; on + �

�
:

The distribution corresponding to � 0(� ) is well de�ned, i.e., does not depend on
the choice of observationson +1 ; : : : ; on + � , by virtue of Equation (3.2).

3.3 Shielding

3.3.1 De�nitions

A shield is an element that modi�es the behaviour of an agent, �ltering actions
either before (pre-shield) or after (post-shield) the agent decides on them. Fig-
ure 3.3a illustrates the introduction of a pre-shield in a reactive decision-making
pair, while Figure 3.3b illustrates it if for a post-shield. We use the symbol ,
intended to be read as \shield".

(a) Pre-shield. (b) Post-shield.

Figure 3.3: Shielded reactive decision-making framework.
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De�nition 3.2 (pre-shield-ready agent). A pre-shield-ready agentis a function
Agpre : (O�A ) � �O� 2A ! D (A ), such that for any input ( �; o; A ) 2 (O�A ) � �
O � 2A , the agent only proposes actions inA, i.e., Supp(Agpre (�; o; A )) � A.

De�nition 3.3 (Pre-shield). A pre-shield is a function : (O � A ) � � O ! 2A ,
that, given a trace and an observation, produces a set of allowed actions. A
pre-shield together with a pre-shield-ready agent form a new agentAg : (O �
A ) � � O ! D (A), de�ned as Ag (�; o ) = Agpre (�; o; (�; o )).

Given a pre-shield-ready agentAg : (O � A ) � � O � 2A ! D (A ), it induces a
regular agent Agreg : (O � A ) � � O ! D (A), by considering only unrestricted
actions. That is, for any input ( �; o ) 2 (O � A ) � � O , Agreg is de�ned as
Agreg (�; o ) = Ag(�; o; A ). We call this the regular agent induced by Ag.

De�nition 3.4 (Post-shield). A post-shieldis a function : (O�A ) � �O�A !
A that given a trace, an observation and an action, produces a new distribution
of allowed actions. A shield together with an agentAgpos form a new agent
Ag : (O � A ) � � O ! D (A), de�ned as Ag (�; o ) = (�; o; Agpos (�; o )).

Note that the probabilistic nature of a post-shielded agentAg does not come
from the shield itself, but from the fact that given ( �; o ), Agpos (�; o ) is a distribu-
tion of actions, which induces a distribution of shielded actions (�; o; Agpos (�; o )).

As mentioned for the environment-agent construction, our de�nitions of shields
are strictly functional, so we develop the general theory of shielding without
discussing how these functions are to be computed or implemented. The dis-
cussions on implementation are speci�c for each type of shielding and are a
substantial part of the content of Section 3.4 and Chapter 6.

3.3.2 Shielding Induced by Agents

A trivial way of building shields is through the induced shield construction.

De�nition 3.5 (Induced pre-shield). Let Ag : (O � A ) � � O ! D (A) be an
agent. The pre-shield induced by Agis the pre-shield pre

Ag , de�ned for any
(�; o ) 2 (O � A ) � � O as

pre
Ag (�; o ) = Supp ( Ag(�; o )) :

To build the induced post-shield, we also need a determinization of the agent.

De�nition 3.6 (Induced post-shield). Let Ag : (O � A ) � � O ! D (A) be an
agent, and let Agdet , a determinization of Ag. The post-shield induced by Ag
and Agdet is the post-shield pos

Ag , de�ned for any ( �; o; a) 2 (O � A ) � � O � A
as

pos
Ag ;Ag det

(�; o; a) =

(
a if a 2 Supp (Ag(�; o ))
Agdet (�; o ) otherwise.

Any agent shielded with these shields will produce only traces that are valid for
Ag.
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With a similar spirit, we can also build agents from given shields. However, a
shield may be compatible with many agents. We formalize this concept with
the following de�nitions.

De�nition 3.7 (Agents associated with a pre-shield). Let : (O � A ) � � O !
2A be a pre-shield. An agentAg : (O � A ) � � O ! D (A) is associated with if

pre
Ag = .

De�nition 3.8 (Agents associated with a post-shield). Let : (O � A ) � � O �
A ! A . An agent Ag : (O �A ) � �O ! D (A) is associated with if there exists
a determinization of Ag, named Agdet , such that pos

Ag ;Ag det
= .

For both pre- and post-shields, the set of agents associated with a shield is
denoted by � .

Given a set of agents �, the set of shields associated with � is � � de�ned as

� � =
n

: � � �
o

: (3.3)

We can characterize certain aspects of a shield by its set of associated agents. For
example, we have the following technical result, that will be used to characterize
shields in a delayed observation setting as shields whose set of associated agents
is inside � � for some� 2 N.

Lemma 3.1. Let E = ( O; A ; T ) be an environment,� 2 N, and let be a shield
such that � � � � . Then is also agnostic to the last� observations. That is,
for all � 2 (O � A ) � , all (a1; : : : ; a� � 1) 2 A � , and all (o1; : : : ; o� ); (o0

1; : : : ; o0
� ) 2

O� we have:

1. If is a pre-shield, i.e., : (O � A ) � � O ! 2A , then
� �

� �(o1; a1); : : : ; (o� � 1; a� � 1);
�
; o�

�
=

� �
� �(o0

1; a1); : : : ; (o0
� � 1; a� � 1);

�
; o0

�

�
:

(3.4)

2. If is a post-shield, i.e., : (O � A ) � � O � A ! A , then for all action
a� 2 A

� �
� �(o1; a1); : : : ; (o� � 1; a� � 1);

�
; o� ; a�

�
=

� �
� �(o0

1; a1); : : : ; (o0
� � 1; a� � 1);

�
; o0

� ; a�

�
:

(3.5)

Proof. This results follows directly from the de�nitions. Suppose is a pre-
shield and let Ag 2 � . Since Ag is associated with , we have that for any
trace � 2 (O � A ) � and any observation o 2 O , (�; o ) = Supp( Ag(�; o )) (by
De�nition 3.5). Using the hypothesis that � � � � we have that Ag 2 � � ,
so the condition in Equation (3.4) is satis�ed by virtue of De�nition 3.1. The
proof is analogous for the case of being a post-shield.

3.3.3 Correctness

The idea behind shielding is that a shielded agent should satisfy a certain de-
sirable property, while being as close as possible to the original agent. In its
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most general form, a property can be de�ned as a language of correct traces
L � (O � A )1 .

De�nition 3.9 (Correctness). Let L � (O � A )1 . An agent is correct with
respect to L if any trace � that is valid under Ag is in L . A pre-shield-ready
policy Ag : (O � A ) � � O � 2A ! D (A ) is correct if the regular policy induced
by Ag is correct. A (pre- or post-) shield is correct with respect to L if any
shielded policy Ag is correct with respect to L .

A correct shield always exists as long as a correct agent exists, since we can
build a shield that strictly follows a correct agent, using the induced shield
construction from the previous section. Therefore, if we pickAg to be correct
with respect to a speci�cation L � (O � A )1 , then any agent shielded by pre

Ag

or pos
Ag ;Ag det

will also be correct with respect to L .

While it is good to know that a correct shield always exists, it is not very useful
to build a shield that is trivially correct by not caring about the underlying
agent.

3.3.4 Interference

Another desirable property in shields is that they minimize their interference
with the agent being shielded. Intuitively, a post-shield interferes with its agent
every time that it overwrites the agent's action. For pre-shields the intuition is
a bit di�erent. A pre-shield interferes with an agent every time that the action
the agent would take if it had no restrictions is not allowed by the shield. We
formalize these ideas in the following de�nition.

De�nition 3.10 (Interference set of a shield). Let : (O � A ) � � O ! 2A be a
pre-shield, andAgpre : (O � A ) � � O � 2A ! D (A ) be a pre-shield-ready agent.
The interference set of applied to Agpre is

J (Agpre ) =
�

(�; o ) 2 (O � A ) � � O : 9a 2 Supp
�
Agpre (�; o; A )

�
; a =2 (�; o )

	
:

Let : (O�A ) � �O�A ! A be a post-shield, andAgpos : (O�A ) � �O ! D (A)
be an agent. Theinterference set of applied to Agpos is

J (Agpos ) =
�

(�; o ) 2 (O � A ) � � O : 9a 2 Supp
�
Agpos (�; o )

�
; a 6= (�; o; a)

	
:

A non-interfering shield always exists, independent of whether there exist correct
agents or not, we call it the transparent shield. It is built as follows. The
transparent post-shield is pos

trans de�ned for any ( �; o; a) 2 (O � A ) � � O � A as

pos
trans (�; o; a) = a:

The transparent pre-shield is pre
trans de�ned for any ( �; o ) 2 (O � A ) � � O as

pre
trans (�; o ) = A :

As in the case of the trivially correct shield, this transparent shield is an inter-
esting theoretical construct, but it is not of much utility, because it is generally
not correct.
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De�nition 3.11 (Equivalence modulo interference). Let , and 0 be two post-
shields. We say that and 0 are equivalent modulo interferences, denoted it
by � i

0, if for all ( �; o; a) 2 (O � A ) � � O � A , we have that (�; o; a) = a if
and only if 0(�; o; a) = a.

Interference sets are useful because a shield is determined by its interference
sets, and the interference set of a shield induced by an agentAg on that same
agent Ag is always empty. We formalize these properties in the following result.

Lemma 3.2. Let E = ( O; A ; T ) be an environment and� be a set of agents.
The following are true.

1. Let ; 0 be two pre-shields, ; 0 � � � , and such that for any pre-shield-
ready agent Ag2 � , we haveJ (Ag) = J 0(Ag). Then = 0.

2. Let ; 0 be two post-shields, ; 0 � � � , and such that for any agent
Ag 2 � , we haveJ (Ag) = J 0(Ag). Then � i

0.

3. Let Ag : (O � A ) � � O � 2A ! D (A ) be a pre-shield-ready agent, Agreg be
the regular agent induced by Ag and pre

Ag be the shield induced by Agreg .
Then J pre

Ag
(Ag) = ; .

4. Let Ag : (O � A ) � � O ! D (A) be an agent and pos
Ag ;Ag det

be any shield
induced by Ag. ThenJ pos

Ag ; Ag det

(Ag) = ; .

Proof. We argue all cases by contradiction.

1. Suppose 6= 0, and let (�; o ) be an input such that (�; o ) 6= 0(�; o ).
Without loss of generality, we may assume there existsa 2 A such that a 2

(�; o ) and a =2 0(�; o ). Consider a pre-shield-ready agentAg such that
Supp (Ag(�; o )) = f ag. Sincea 2 Supp (Ag(�; o )) = f ag, but a =2 0(�; o ),
we have that (�; o ) 2 J 0(Ag). However, since Supp (Ag(�; o )) � (�; o ),
we have that (�; o ) =2 J (Ag), contradicting J (Ag) = J 0(Ag).

2. Suppose 6�i
0, and let (�; o; a) be an input making them so. Without

loss of generality, we may assume that 0(�; o; a) 6= a, and (�; o; a) = a.
Consider an agentAg such that Ag(�; o ) = a. As in the previous point,
this implies that ( �; o ) 2 J 0(Ag), but on the other hand ( �; o ) =2 J (Ag),
contradicting J (Ag) = J 0(Ag).

3. Suppose (�; o ) 2 J pre

Ag
(Ag). Then there would exist a 2 Supp (Ag(�; o; A )),

such that a =2 pre
Ag . However, by de�nition, pre

Ag (�; o ) = Supp
�
Agreg (�; o )

�
,

and Agreg (�; o ) = Ag(�; o; A ). Therefore, sucha cannot exist, contradict-
ing (�; o ) 2 J pre

Ag
(Ag).

4. Suppose (�; o ) 2 J pos

Ag ; Ag det

(Ag). Then there would exist a 2 Supp (Ag(�; o )),

such that a 6= pos
Ag (�; o; a). However, by de�nition, pos

Ag ;Ag det
(�; o; a) = a

for all a 2 Supp (Ag(�; o )). Therefore, such a cannot exist, �nishing the
proof.



3.3. SHIELDING 55

3.3.5 Minimal Correctness

The goals of generating correct traces and minimizing interference often con
ict.
As we have seen, one can construct a correct shield from a correct policy by
simply overwriting any action proposed by the agent with the corresponding
action from the correct policy. However, this approach results in signi�cant
interference for many agents. At the other extreme, a fully transparent shield
imposes no interference at all, leaving interference sets empty. An ideal shield
balances these objectives, ensuring correctness while keeping interference sets
as small as possible. Formally, we de�ne this as follows.

De�nition 3.12 (Minimal correctness). Let E = ( O; A ; T ) be an environment
and � be a set of agents. A shield 2 � � is minimally correct restricted to
� if it is correct and for all agent Ag 2 � (pre-shield-ready in case of pre-
shield, regular in case of post-shield), and for all correct shield 0 2 � � , we
have J (Ag) � J 0(Ag).

Theorem 3.1. Let E = ( O; A ; T ) be an environment, L � (O � A )1 be a
speci�cation, � be a set of agents, and be a minimally correct shield. Then:

1. If is a pre-shield, is unique.

2. If is a post-shield, is unique modulo interferences.

3. For any correct agent Ag 2 � (pre-shield-ready in case of pre-shield, reg-
ular in case of post-shield), we haveJ (Ag) = ; .

Proof. Uniqueness is a consequence of Lemma 3.2. Supposeand 0 are min-
imally correct. Since is minimally correct and 0 is correct, we have for any
agent Ag that J (Ag) � J 0(Ag). And using that 0 is minimally correct and

is correct, we have that J 0(Ag) � J (Ag), leading to J (Ag) = J 0(Ag).

By Lemma 3.2, this implies = 0 for pre-shields and � i
0 for post-shields.

Since is minimally interfering, for any correct shield 0, we have that J (Ag) �

J 0(Ag). In particular, since Ag is correct, we can choose 0 to be the shield
induced by Ag. By Lemma 3.2, J 0(Ag) = ; . Therefore, J 0(Ag) is a subset of
the empty set, so it can only be that J 0(Ag) = ; .

While this will be our operational de�nition of a useful shield for most problems,
we want to note that it is not without drawbacks. We explore now its two main
drawbacks: non-existence and cost-independence.

Existence of minimally correct shields. The �rst drawback of this de�-
nition is that there are environments and speci�cations for which a minimally
correct shield does not exist, even if correct agents do exist. Consider an envi-
ronment with a single possible observationO = f og, two actions A = f a; bg, and
a speci�cation L = f w : w contains at least oneag. Given this speci�cation,
the transparent shield cannot be correct, since there exists the agent that only
outputs b, which is not correct. Suppose is a correct post-shield. Then there
exists (�; o ) 2 (O � A ) � � O such that (�; o; b) = f ag. Let k = j� j. Consider
the agent Ag such that Ag(� 0; o) = b if j� 0j � k and Ag(� 0; o) = a if j� 0j > k .
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Clearly Ag is a correct agent, however,J (Ag) 6= ; . By Theorem 3.1, cannot
be minimally correct. An analogous construction can be made for pre-shields.
In Section 3.4, we explore some concrete cases where the existence of minimally
correct shields is guaranteed.

Uniform cost. The second drawback is that all interferences are given the
same importance. Depending on the problem, it may be useful to assign a
numerical cost to each intervention and ask which is the shield that guarantees
certain correctness properties while having minimal cost. We explore this in the
context of fairness shields in Chapter 6.

3.4 Classical Shielding through the Lens of the
Reactive Decision-Making Framework

Shielding has been successfully used for speci�cations of the safety type in de-
terministic two-player games and in MDPs. In this section, we explain how
these methods can be seen in our framework.

3.4.1 Shielding in Safety Games with Perfect Information

Shielding was �rst introduced in safety games [Blo+15]. Recall (Section 3.2.1)
how safety games can be regarded in the reactive decision-making framework
as memoryless environments with a uniform transition function. Also, when
considering the perfect information regime, i.e., no delayed observations, mem-
oryless strategies are enough to de�ne any winning strategy.

Following the general de�nition (De�nition 3.3), and adapting to the fact that
transitions in a safety game are memoryless, a pre-shield is a function : Sag !
2A . Given a strategy of the safety game� : Sag ! 2A , we call pre

� = � the
pre-shield induced by the strategy� .

Given a strategy � : Sag ! 2A and a deterministic strategy � : Sag ! A , we call
pos
�;� the post-shield induced by the pair of strategies (�; � ), de�ned as:

pos
�;� (s; a) =

(
a if a 2 � (s)
� (s) otherwise:

A pre-shield can be added before an output-restricted strategy� : Sag � 2A ! 2A

to generate a regular strategy � : Sag ! 2A . Similarly, a post-shield is a
function : Sag � A ! A . A post-shield can be added after a regular strategy
� : Sag ! 2A to generate a new regular strategy� : Sag ! 2A .

Note that, by de�nition, if � is a winning strategy of � , then pre
� is a correct

pre-shield. Similarly, if � is a winning strategy and � is a determinization of � ,
then pos

�;� is a correct post-shield.

Theorem 3.2. Let G = ( S; s0; Senv ; Sag ; A ; T ; F ) be a safety game with a win-
ning strategy. Let � be the maximally permissive winning strategy ofG. Then:

1. The minimally correct pre-shield exists and is pre
� .
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2. For any deterministic winning strategy � , the shield pos
�;� is minimally

correct.

Proof. (1.) We argue the �rst point by contradiction. Since � is a winning
strategy, pre

� is correct by construction, so we only have to argue the minimality
property. Suppose that pre

� is not minimally correct. Then there exists a pre-
shield-ready agentAg : Sag � 2A ! 2A , a correct pre-shield : Sag ! 2A , and
s 2 Sag such that s 2 J pre

�
(Ag), but s =2 J (Ag). Since s =2 J (Ag), then

Ag(s;A ) � (s). Since s 2 J pre

�
(Ag), then there exists a 2 A such that

a 2 Ag(s;A ) � (s), but a =2 pre
� (s). Since pre

� is implemented with the
maximally permissive winning strategy, by de�nition (recall Equation (2.4)) we
have s a�! s0, with s0 =2 W , where W is the winning region of G.

On the other hand, consider an pre-shield-ready agentAg0such that Ag0(s; (s)) =
f ag, which exists sincea 2 (s). Let Ag0 be the agent resulting from apply-
ing on Ag0. This agent is correct because is correct, and by construction,
Ag0 (s) = a. But then s0 would be part of a valid trace under a winning strat-
egy, sos0 2 W . This is a contradiction, as we had previously established that
s0 =2 W .

(2.) As for the second point, the shield is correct since� is winning and � is
a determinization of � , and we will use a similar argument to prove minimality
by contradiction. Suppose pos

�;� is not minimally correct. Then there exists an
agent Ag : Sag ! 2A , a correct post-shield : Sag � A ! A and s 2 Sag such
that s 2 J pos

�;�
(Ag), but s =2 J (Ag).

Since s =2 J (Ag), then for all a 2 Ag(s), we have (s; a) = a. Since s 2
J pre

�
(Ag), then there exists a 2 Ag(s) such that pos

�;� (s; a) 6= a. Since pos
�;� is

implemented with the maximally permissive winning strategy � , and a deter-
minization of it � , it means that a =2 � (s), and thus s0 de�ned by s a�! s0 is not
in the winning region W .

On the other hand, consider an agentAg0: Sag ! 2A satisfying Ag(s) = a, and
considerAg0 , that same agent shielded with . We know that Ag0 is correct,
because is correct. Since (s; a) = a, we have that Ag0 (s) = a. The proof
�nishes by noting that in such case s0 2 W , contradicting s0 =2 W .

While the de�nition of minimally correct shields with interference sets is original
to this work, the construction of shields using the maximally permissive strategy
of the underlying safety game is the same as has been described in the original
shielding literature [Blo+15; K•on+17; Als+18; K•on19].

The de�nition presented in this work captures corner cases that previous de�-
nitions did not, as we show in the following example.

Example 3.1. Consider the safety gameG = ( S; s0; Senv ; Sag ; A ; T ; F ) illus-
trated in Figure 3.4, where the Senv = f s0; s2; s3; s7g, Sag = f s1; s4; s5; s6g,
A = f a; bg, F = S n f s6; s7g, and T is as described in the �gure. The win-
ning region of this safety game isW = f s0; s1; s3; s4; s5g, and therefore no trace
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Figure 3.4: Safety game illustrating Example 3.1.

containing s2 would be allowed by a shielded agent. However, according to the
de�nition of shield as minimally interfering in previous work [K•on+17, Def. 1],
a trace � = s0s1s2s4(s3s5)! should be allowed by a shielded agent since it does
leaveF at any time.

3.4.2 Shielding in Safety Games with Delayed Observa-
tions

When considering games under delay, we need to be aware that memoryless
strategies are not enough, as discussed in Section 2.3.2.

From a reactive decision-making framework point of view, the correspondence
between a gameG�;� = hS; s0; Senv ; Sag ; A ; T ; Acc; �; � i , and an environment
E = ( O; A ; T ) is the same as the correspondence described in the previous
section for games with� = � = 0.

The only relevant di�erence is that we consider only agents restricted to the set
of agents agnostic to the last� observations, and with a restricted memory � .
Therefore, the shields we consider are going to have the same restrictions.

In Section 3.2.4 we have de�ned, for a given environmentE = ( O; A ; T ), the set
of agents � � as those agnostic to the last� observations, and we have explained
how restricting to this set of agents is equivalent to considering agents that work
with delayed observations.

A characteristic of safety games is that the transition relation T depends only
on the state { and not the trace leading to that state. Therefore, the agents
relevant for solving safety games under delay� are only not agnostic to the � +1-
th observation, counting from the tail. Formally, mirroring De�nition 3.1, an
agentAg = ( O; A ; � ) works only with the last � +1-th observation if for all �; � 0 2
(O � A ) � , all o 2 O , all (a0; a1; : : : ; a� ) 2 A � and all (o1; : : : ; o� ); (o0

1; : : : ; o0
� ) 2

O� , we have

�
� �

� �(o; a0); (o1; a1); : : : ; (o� � 1; a� � 1)
�
; o�

�
= �

� �
� 0�(o; a0); (o0

1; a1); : : : ; (o0
� � 1; a� � 1)

�
; o0

�

�
:

(3.6)

Following the same equivalence as in Section 3.2.4.3, the agents satisfying Equa-
tion (3.6) are equivalent to agents working on the domainA � � [ (O � A � ). In-
troducing a restriction on memory, as described for safety games in Section 2.3.2
is also modelled as a restriction to agents agnostic to certain parts of the input.
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Concretely, the part of the input that corresponds to actions that over
ow the
memory.

Putting these two concepts together, we have the following de�nition.

De�nition 3.13. Let G�;� = hS; s0; Senv ; Sag ; A ; T ; Acci be a two player game
and let E = ( O; A ; T ) be its corresponding environment. Let � 2 N and � � �
be two integers representing delay and memory. An agentAg = ( O; A ; � ) works
in the safety game with memory� and observations delayed by� if for all �; � 0 2
(O � A ) � , all (a� � � ; : : : ; a� � 1) 2 A � , all (a0; : : : ; a� � � � 1); (a0

0; : : : ; a0
� � � � 1) 2

A � � � , all o 2 O , and all (o1; : : : ; o� ); (o0
1; : : : ; o0

� ) 2 O � , we have:

�
� �

� � (o; a0); (o1; a1); : : : ; (o� � � � 1; a� � � � 1); (o� � � ; a� � � ); : : : ; (o� � 1; a� � 1)
�
; o�

�
=

�
� �

� 0 � (o; a0
0); (o0

1; a0
1); : : : ; (o0

� � � � 1; a0
� � � � 1); (o0

� � � ; a� � � ); : : : ; (o0
� � 1; a� � 1)

�
; o0

�

�

(3.7)

The set of agents in this regime is denoted as ��;� .

Again, following the same equivalence as in Section 3.2.4.3, the agents in ��;�

can be characterized as agents of the form� : A � [ (O � A � ) ! 2A , which
is the same form as that of strategies in games with delay� and memory �
(Section 2.3.2).

This serves as the basis for the result analogous to Theorem 3.2 for games with
delayed observations.

Theorem 3.3. Let G = ( S; s0; Senv ; Sag ; A ; T ; F ; �; � ) be a safety game under
delayed observation� with a winning strategy with memory � . Let � : Sag� �
A � � ! 2A be the maximally permissive winning strategy ofG. Then, restricting
to the set of agents� �;� , we have that:

1. The minimally correct pre-shield exists and is pre
� 2 � � �;�

.

2. For any deterministic winning strategy � , the shield pos
�;� 2 � � �;�

is min-

imally correct.

The proof of Theorem 3.3 follows the same argument as the proof of the anal-
ogous theorem for regular safety games (Theorem 3.2), since games under de-
lay are equivalent to regular games with exponentially many states [Che+21,
Lemma 2]. In any case, we include it here for the sake of completeness.

Proof. (1.) We argue the �rst point by contradiction. Since � is a winning
strategy, pre

� is correct by construction, so we only have to argue the minimality
property. Suppose that pre

� is not minimally correct. Then there exists a pre-
shield-ready agentAg : Sag� � A � � � 2A ! 2A , a correct pre-shield : Sag� �
A � � ! 2A , and (s; � ) 2 Sag� � A � � such that (s; � ) 2 J pre

�
(Ag), but ( s; � ) =2

J (Ag). Assuming 1 s 6= " , we have � 2 A � , thus it is of the form � =
(� � � � +1 ; : : : ; � � ). Since (s; � ) =2 J (Ag), then Ag(s; �; A ) � (s). Since (s; � ) 2

1We show at the end of the proof how to treat the case s = " .
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J pre

�
(Ag), then there exists a 2 A such that a 2 Ag(s; �; A ) � (s), but a =2

pre
� (s; � ). Since pre

� is implemented with the maximally permissive winning
strategy, this means that there exists s0

1; : : : ; s0
2� +1 2 S, and (� 1; : : : ; � � � � ) 2

A � � � , such that

s � 1�! s0
1

u�! s0
2

� 2�! : : :
� ��! s0

2� � 1
u�! s0

2�
a�! s0

2� +1 ; (3.8)

and such that (s0
2; � 0) is not part of any winning strategy, where � 0 = ( � � � � +2 ; : : : ; � � ; a) 2

A � .

On the other hand, consider a pre-shield-ready agentAg0such that Ag0(s; �; (s; � )) =
f ag, which exists sincea 2 (s; � ). Let Ag0 be the agent resulting from apply-
ing on Ag0. This agent is correct because is correct, and by construction,
Ag0 (s; � ) = a. But then s0

2; � 0 would be part of a valid trace under a winning
strategy. This is a contradiction, as we had previously established that (s0

2; � 0)
cannot be part of any winning strategy.

(2.) The shield is correct since� is winning and � is a determinization of � , and
we use a similar argument to prove minimality by contradiction. Suppose pos

�;�

is not minimally correct. Then there exists an agent Ag : Sag� � A � � ! 2A , a
correct post-shield : Sag� � A � � � A ! A and (s; � ) 2 Sag� � A � � such that
(s; � ) 2 J pos

�;�
(Ag), but ( s; � ) =2 J (Ag).

Since (s; � ) =2 J (Ag), then for all a 2 Ag(s; � ), we have (s; �; a ) = a. Since
(s; � ) 2 J pre

�
(Ag), then there exists a 2 Ag(s; � ) such that pos

�;� (s; �; a ) 6= a.

Since pos
�;� is implemented with the maximally permissive winning strategy � ,

and a determinization of it � , it means that a =2 � (s; � ), and thus (s0
2; � 0) de�ned

by the same procedure as Equation (3.8) cannot be part of any winning strategy.
To build ( s0

2; � )0 we need to assume again thats 6= " .

On the other hand, consider an agentAg0: Sag� �A � � ! 2A satisfying Ag(s; � ) =
a, and considerAg0 , that same agent shielded with . We know that Ag0 is
correct, because is correct. Since (s; �; a ) = a, we have that Ag0 (s; � ) = a.
The proof �nishes by noting that in such case (s0

2; � 0) as obtained in Equa-
tion (3.8) is part of a valid trace under a winning strategy, contradicting the
previously established point.

Initial phase. In both proofs we have assumed thats 6= " , and therefore
� 2 A � in order to obtain the construction in Equation (3.8). The case for
s = " follows the same argument, only considering that� = ( � 1; : : : ; � � ) for
some� � � and thus fewer transitions in Equation (3.8).

3.4.3 Probabilistic Shielding in Markov Decision Processes

Probabilistic safety shielding in MDPs was introduced in [Jan+20]. We present
probabilistic safety shielding adapting the de�nitions in [Jan+20] to our frame-
work. The main di�erence of shielding in MDPs is that the safety speci�cation
has a probabilistic nature. A probabilistic shield blocks an action when the
probability of the action causing harm is larger than some threshold� .
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Property speci�cation.

Let M = ( S; A ; P) be an MDP, T � S be a set of \unsafe" states to avoid,
k 2 N [ f1g a step horizon, and � 2 [0; 1]. The language specifying correct
traces will be denotedL T;�;k . A trace � = ( s0; a0; s1; a1; : : : ) is in L T;�;k if for
every i � 0, we have

PM
max (Avoid k (si ; ai ; T)) � � � PM

max (Avoid k (si ; T)) : (3.9)

This means that for an action ai to be safe at statesi , the probability of not
reaching a bad state if the agent behaves \optimally" has to be at least� times
the probability of an agent that is optimal in avoiding bad states.

For example, if � = 1=2, and the policy that best avoidsT reaches it with a 10%
probability, any action from which T can be avoided with a 20% probability is
considered to be \safe enough". In general, the larger the value of� , the more
restrictive or cautious the shield is. In the extremes, when� = 0, any action is
allowed, and when� = 1, only the safest actions are allowed, i.e., the actions
for which PM

max (Avoid � k (si ; ai ; T)) = PM
max (Avoid � k (si ; T)).

An agent � : S ! D (A) is correct with respect to a speci�caiton L T;�;k if any
valid trace of � is in L T;�;k . Following the same notation convention as in
Section 2.4.2, when we are considering unbounded properties, i.e., whenk = 1 ,
we may drop the k from our notation, writing the speci�cation as L T;� instead
of L T;�; 1 .

Shield synthesis.

Since the environment and the safety speci�cation are de�ned in a memoryless
manner, we can also consider shields as memoryless. We de�ne the shields
induced by a speci�cation L T;�;k as one would expect.

A pre-shield in an MDP is a function : S ! 2A A pre-shield-ready agent in an
MDP is a function � : S � 2A ! D (A ). A post-shield in an MDP is a function

: S � A ! A .

Let T � S , k 2 N [ f1g , and � 2 [0; 1] de�ning a probabilistic safety speci�ca-
tion L T;�;k . The pre-shield induced byT, k, and � is pre

T;� de�ned as:

pre
T;�;k (s) =

�
a 2 A : PM

max (Avoid � k (si ; ai ; T)) � � � PM
max (Avoid � k (si ; T))

	
:

Similarly, let � : S ! D (A) be a correct agent. The post-shield induced byT,
� , and � is pos

T;�;� de�ned as

pos
T;�;k;� (s; a) =

(
a if PM

max (Avoid � k (si ; ai ; T)) � � � PM
max (Avoid � k (si ; T))

� (s) otherwise.

Theorem 3.4. Let M = ( S; A ; P) be an MDP. Let T � S , k 2 N [ f1g , and
� 2 [0; 1] forming a probabilistic safety speci�cation L T;�;k . Then:

1. The minimally correct pre-shield exists and is pre
T;�;k .
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2. For any correct agent � , the shield pos
T;�;k;� is minimally correct.

Proof. Correctness should be clear by construction in both cases, so we only
need to argue for minimality. The arguments to prove minimality are similar to
the arguments used to prove Theorem 3.2.

(1.) We argue the �rst point by contradiction. Assume that pre
T;�;k is not

minimally correct. Then there exists a pre-shield-ready agentAg : S � 2A !
D(A ) and a correct pre-shield such that J pre

T;�;k
(Ag) 6� J (Ag). Therefore,

there exists s 2 S such that s 2 J pre

T;�;k
(Ag) but s =2 J (Ag). Since s 2 J pre

T;�
,

there existsa 2 Supp(Ag(s;A )) with a =2 pre
T;�;k (s). By the de�nition of pre

T;�;k ,
the action a is not in the allowed actions of the shield only if

PM
max (Avoid � k (si ; ai ; T)) < � � PM

max (Avoid � k (si ; T)) : (3.10)

On the other hand, sinces =2 J (Ag), it means that Supp(Ag(s;A )) � (s).
In particular, a 2 (s). Consider a pre-shield-ready agentAg0 such that
Ag0(s; (s)) = f ag. Let Ag0 be the shielded agent resulting from applying

to Ag0. This is a correct agent such thatAg0(s) = a. But then the fragment
(s; a) would be part of a correct trace, meaning that

PM
max (Avoid � k (si ; ai ; T)) � � � PM

max (Avoid � k (si ; T)) ;

which contradicts Equation (3.10).

(2.) We also argue the second point by contradiction. Suppose there ex-
ists � : S ! D (A) correct such that pos

T;�;k;� is not minimally correct. Then
there exists an agentAg : S ! D (A) and a correct post-shield such that
J pos

T;�;k;�
(Ag) 6� J (Ag). Therefore, there existss 2 S such that s 2 J pos

T;�;k;�
(Ag)

but s =2 J (Ag).

Sinces =2 J (Ag), it means that for all a 2 Supp(Ag(s)), we have (s; a) = a.
Since s 2 J pos

T;�;k;�
, there exists a 2 Supp(Ag(s)) with a 6= pos

T;�;k;� (s; a). In

particular, since a 2 Supp(Ag(s)), we have (s; a) = a. This means that

PM
max (Avoid � k (si ; ai ; T)) < � � PM

max (Avoid � k (si ; T)) : (3.11)

On the other hand, consider an agentAg0: S ! D (A) such that Ag0(s)(a) > "
for some" > 0, i.e., an agent that from s outputs a with a positive probability.
The shielded version ofAg0, denoted byAg0 is a correct agent, andAg0 (s) = a
with probability " . Therefore, (s; a) is a fragment contained in valid traces of a
correct agent, and thus satis�es

PM
max (Avoid � k (si ; ai ; T)) � � � PM

max (Avoid � k (si ; T)) ;

which contradicts Equation (3.11).

While this is our operational de�nition of a probabilistic shield and the one we
will be using in Chapter 5, there are certain variations that have been proposed
in the literature
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Figure 3.5: MDP described in Example 3.2.

Absolute threshold

The value of � in Equation (3.9) is considered arelative threshold, as it states
what the minimum probability of reaching an unsafe state can be relative to
the best choice of action. An alternative that has been studied in the litera-
ture [Pra+21a] is to use � as an absolute minimum threshold on the probability
of not reaching a bad state. In such shields, the condition to let an action pass
is

PM
max (Avoid � k (si ; ai ; T)) � �: (3.12)

Note that if an action satis�es Equation (3.12), then it also satis�es Equa-
tion 3.9, making shields with absolute threshold more restrictive than shields
with relative threshold.

This choice has the advantage of being properly restrictive in the more \critical"
states. For example, consider a threshold� = 0 :6. In a state s 2 S with
PM

max (Avoid � k (s; a; T)) = 0 :75, the shield with an absolute threshold would only
let actions pass with an optimal probability of avoiding an unsafe state between
0:6 and 0:75. On the other hand, the shield with � as a relative threshold would
allow actions with the optimal probability of avoiding an unsafe state as low as
0:45.

The main downside of the \absolute" approach is that in some states there may
not be any \allowed" action. In such states, one should just resort to the optimal
actions (that would always be allowed with a relative threshold approach).

Global guarantees

The property de�ned in Equation (3.9) is local for every decision. A desirable
property would be that a shield synthesized for a speci�cationL T;�;k would
satisfy for every agent Ag and any initial state of the MDP s, that we have
PM

Ag (Avoid � k (s; T)) � � .

This is not the case. In fact, the following example shows that we can make
PM

Ag (Avoid � k (s; T)) arbitrarily small while keeping � arbitrarily large.

Example 3.2. Let "; � 2 (0; 1). Consider the MDP M = ( S; A ; P) illustrated
in Figure 3.5, with S = f s0; s1; s2; s3g, A = f a; bg and P as described in the
�gure, where any transition that is drawn and has no number on it has probability
1. Consider T = f s3g and k = 1 . The only state where the agent's decision
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matters is s0, so an agent can be described asPa , the probability of taking action
a in s0. If an agent choosesa, it reaches s3 with probability 1 � " and goes back
to s0 with probability " . If an agent choosesb, it reaches s3 with probability �
and avoids s3 altogether with probability 1 � � . The optimal strategy to avoid
s3 is clearly pa = 0 , and in such casePmin (Reach(s0; f s3g)) = � . For a general
agent pa , we have

Ppa (Reach(s0; a; f s3g)) = 1 � " + " � Ppa (Reach(s0; f s3g)) ;

Ppa (Reach(s0; b;f s3g)) = �;

Ppa (Reach(s0; f s3g)) = pa � [1 � " + " � Ppa (Reach(s0; f s3g))] + (1 � pa)�:
(3.13)

Therefore, with a threshold � , action a is allowed by the shield if

1 � (1 � " + "� ) � � (1 � � );

which is equivalent to" � � . On the other hand, isolating from Equation 3.13
we get:

Ppa (Reach(s0; f s3g)) =
pa(1 � " ) + (1 � pa)�

1 � pa"
= 1 �

(1 � pa)(1 � � )
1 � pa"

: (3.14)

Once " is �xed, we can make the value in Equation 3.14 arbitrarily close to 1
by modifying � and pa .

A potential solution for such cases would be to de�ne the set of correct agents
as those agents that satisfy

PM
Ag (Avoid (s; T)) � �: (3.15)

This would require us to change the concepts used to de�ne shields, as the
property described in Equation 3.15 cannot be described in terms of traces.



Chapter 4

Safety Shielding Resilient
to Delayed Observation

No oblideu mai que si ens llevem ben d'hora, per�o ben d'hora ben
d'hora, i no hi ha retrets ni hi ha excuses, i ens posem a pencar, som
un pa��s imparable. 1 | Josep Guardiola i Sala.

4.1 Motivation and Outline

Incorporating delays into safety computations is essential for nearly all real-
world control problems. These delays, arising from data collection, processing,
or transmission, are ubiquitous in systems operating within complex environ-
ments [HL72; Bal92; Nil98; Tri04; Ber+08; Che+16; HFM17]. When not prop-
erly addressed, such delays can become the root cause of critical safety issues.

Example 4.1. Consider a scenario where a car detects a pedestrian at position
(x; y) and accounts for a known time delay� between sensing and acting. The
vehicle must plan its actions to ensure safety for any possible position of the
pedestrian within the interval (x � "; y � " ), where " is determined based on
assumptions about the pedestrian's velocity and the delay� .

Safety shielding is often used to guarantee safe execution of an agent in an
environment that a safety game can model. However, traditional safety shields
assume no delay between sensing and acting, which limits their applicability in
real-world scenarios.

In this chapter, we introduce synthesis algorithms for delay-resilient safety
shields, i.e., shields speci�cally designed to maintain safety even when input
delays are present. These algorithms account for the uncertainties introduced
by delays, enabling robust performance in dynamic environments. Figure 4.1
illustrates the shielding setup under delayed conditions.

1Never forget that if we get up very early, but very early, very early, and there are no
reproaches or excuses, and we get down to business, we are unstoppable.

65
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(a) Pre-shield. (b) Post-shield.

Figure 4.1: Delay-resilient shielding scheme.

To synthesise delay-resilient shields, we incorporate a worst-case delay in the
safety game, which induces imperfect state information, and use the algorithm
proposed in [Che+18; Che+21] to compute the maximally permissive winning
strategy. The delay-resilient pre-shields are then computed from the maximally
permissive winning strategy in the delayed safety game. For post-shields, in
addition to the maximally permissive winning strategy, we need a deterministic
winning strategy that will be used to obtain a �xed replacement action for any
unsafe action. To do so, we can de�ne a property over the state space and
set the action maximising such property as the one �xed by the shield. We
study two such properties: controllability and robustness. The controllability
value assigns to any states the maximal delay on the input under which s stays
safe. Therobustness valueof a state s is the length of the minimal path from
s to any unsafe state. We discuss how to maximise a state property under the
uncertainty introduced by the delayed input.

Finally, we evaluate delay-resilient shields in two case studies. The �rst one
is a gridworld in which we implemented all proposed types of delay-resilient
shields and compare computation cost and interference rates. We show that
delay-resilient post-shields that choose corrective actions maximising either ro-
bustness or controllability tend to stabilise the execution, requiring fewer inter-
ferences by the shield. In the second case study, we integrate shielding under
delay in the driving simulator Carla [Dos+17] to enforce collision avoidance
for autonomous driving agents at intersections with cars and pedestrians under
delayed observations. Our results show the e�ects of delays on the safety analy-
sis and that our method is scalable enough to be applied in complex application
domains. The source code and scripts to reproduce the experiments, along
with videos from our experiments in Carla , are available on the accompaning
repository2.

Contribution. The work presented in this chapter can be summarized in the
following contributions.

ˆ We formalize the concept of pre-shield and post-shield resilient to delayed
observation, showing how to compute them with the maximally permissive
strategy of the corresponding safety game.

ˆ We describe in detail the algorithm to compute the maximally permissive
strategy of a safety game under delay with restricted memory, extending

2https://github.com/filipcano/safety-shields-delayed
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the algorithm presented in [Che+21].

ˆ We introduce the concepts ofrobustnessand controllability and how to
build post-shields maximising each one.

ˆ We provide theoretical insight about the di�erences and similarities of
the controllability and the robustnesscriterion when choosing a corrective
action in post-shielding.

ˆ We validate our approach in two use cases: a gridworld and a realistic
driving scenario. As far as we know, we present the �rst integration of
shields in a realistic driving simulator.

Outline. We use in this chapter the formalism of two-player safety games with
delayed inputs as de�ned in Section 2.3. In Section 4.2 we present the concept of
shields resilient to delays and explain the algorithm required to computed them
by �nding the maximally permissive winning strategy of the underlying safety
game undel delayed information. In Section 4.3 we present the two properties
proposed to guide the synthesis of post-shields and how to synthesise shields,
maximising them. In Section 4.4, we explore the relation between robustness
and controllability, proving that they can be arbitrarily di�erent. Finally, in
Section 4.5 we present the results of our experimental evaluation on two use
cases and in Section 4.6 we discuss limitations and related work.

Declaration of sources. This chapter is partially based and reuses material
from the following source previously published by the author of this thesis:

[CC+23b] Filip Cano C �ordoba , Alexander Palmisano , Martin Fr •anzle ,
Roderick Bloem , and Bettina K •onighofer . \Safety Shielding under De-
layed Observation". In: Proceedings of the International Conference on Auto-
mated Planning and Scheduling (ICAPS)33.1 (2023), pp. 80{85.

4.2 Delay Resilient Shields as Strategies in Safety
Games

As we have described in Sections 3.2.1 and 3.4.1, a safety game can be seen as
a particular case of the reactive decision-making framework, where minimally
correct shields (De�nition 3.12) correspond to maximally permissive winning
strategies of the corresponding safety game.

Following the construction outlined in Section 2.3.2, given a safety game,
G = hS; s0; Senv ; Sag ; A ; T ; Fi , we consider the corresponding game played with
delay � and memory � , for given values of�; � 2 N, � � � .

As described in Section 3.4.2, speci�cally stated in Theorem 3.3, computing
minimally correct shields in safety games under delay� and memory � corre-
sponds to computing the maximally-permissive strategy� of the corresponding
game. Then, using the notation in Section 3.4.2, given the maximally permis-
sive winning strategy � , the minimally correct pre-shield is pre

� , and minimally
correct post-shields are computed as pos

�;� , where � is a determinization of � .
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The following section describes the algorithm used to compute such strategies.
As mentioned before, this is a natural extension of the algorithm presented
in [Che+21] for games where the amount of memory and the delay are the
same.

4.2.1 Computation of Maximally Permissive Winning Strate-
gies in Safety Games under Delay

The algorithm is given in pseudocode in Algorithm 1. The method to solve a
delayed safety game consists of iteratively constructing and solving the safety
game with increasing delaysd = 0 ; 1; : : : ; � and memory sizem = min( d; � ),
starting with d = m = 0, which corresponds to the case without delays, as
presented in Section 2.3. At every iteration in d, the maximally permissive
strategy for the agent is computed using the strategy for the previous delay
d � 1 (lines 4,5 or 9,10 depending on the value ofm), followed by a reduction
of the game graph aiming to mitigate the exponential blow-up in the state
space (line 11) and the computation of the transient phase (line 12). Note that,
following the convention in Equation 2.5, the action register [y1; : : : ; ym ] is in
reversed order, i.e., the last action performed by the agent isym .

The method to compute the maximally permissive strategy using the previous
delays is slightly di�erent for the case of full memory (m = d) and the case of
restricted memory m < d .

Algorithm 1: Maximally Permissive Strategy under Delay, memory
� � � (adapted and extended from [Che+18, Algorithm 1]).

input : Safety GameG, maximum delay � , memory �
1 � 0  StrategyPerfectInfo (G);
2 for d = 1 ; : : : ; � do
3 m  min( d; � );
4 for s 2 Sag , [y1 ; : : : ; ym ] 2 A m do
5 if m = d then
6 I s;y m  f s002 S1 : s

y m��! s0 u
�! s00g;

7 � d;m (s; [y1 ; : : : ; ym ])  
T

s002I s;y m
� d� 1;m � 1 (s00; [y1 ; : : : ; ym � 1 ]) ;

8 else
9 I s  f s002 S1 : s

y
�! s0 u

�! s00; y 2 Ag ;
10 � d;m (s; [y1 ; : : : ; ym ])  

T
s002I s

� d� 1;m (s00; [y1 ; : : : ; ym ]) ;

11 Shrink (� d;m );
12 InitialMoves (� d;m );

13 return � �;�

ˆ Casem = d. To compute the maximally permissive strategy using previ-
ous delays, we computeI s;y m (line 6), corresponding to the set of states
that the agent can get as the next observation when the current observa-
tion is state s and the chosen action isym . From states where the agent
has already decided upon an output, it is equivalent to playing with delay
d � 1. Therefore, the strategy allows the actions that would be safe for
delay d� 1 on all possible next observations, eliminating the last executed
action, ym , from the action register (line 7).
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ˆ Casem < d . To compute the maximally permissive strategy using previ-
ous delays, we computeI s (line 9), corresponding to the set of states that
the agent can get as the next observation when the current observation is
state s and chosen action is anyy 2 A . In this case, y is undetermined
because of the restricted memory: the output that is provided just next to
the observed state has already been forgotten by the system. From states
where the agent has already decided upon an output, it is equivalent to
playing with delay d � 1. Therefore, the strategy allows the actions that
would be safe for delayd� 1 in all possible next observations, maintaining,
in this case, the same memory [y1; : : : ; ym ] (line 10).

The method StrategyPerfectInfo (line 1) computes the maximally permissive
strategy for the game with perfect information [Tho95]. The method Shrink
(line 11) ensures that in case the intersection in lines 5 or 10 is empty, the
maximally permissive strategy in a states002 I s;y m or s002 I s does not contain
the output ym [Che+21, Algorithm 3]. The method InitialMoves (line 12)
computes the strategy for the transient period, before the agent can get any
observed state, see Algorithm 2.

Algorithm 2: InitialMoves : Strategy for the transient period
(adapted from [Che+18, Algorithm 1]).

input : Safety game G, ongoing maximally permissive strategy� d;m

1 J = f s : s0
u

�! sg;
2 for [y1 ; : : : ; ym � 1 ] 2 A m � 1 do
3 � d;m ("; [y1 ; : : : ; ym � 1 ])  

�
yd :

S
s2J � d (s; [y; y1 ; : : : ; ym � 1 ]) 6= ;

	
;

4 for k = m � 2; : : : ; 0 do
5 for [y1 ; : : : ; yk ] 2 A k do
6 � d;m ("; [y1 ; : : : ; yk ])  

�
y0 : � d;m ("; [y0 ; y1 ; : : : ; yk ]) 6= ;

	
;

7 return � d;m

Complexity analysis. Algorithm 1 computes each strategy� d;m for increas-
ing values of d = 1 ; : : : ; � (main loop, lines 2-12). For each strategy, the al-
gorithm goes over all states inSag and registers in A m (loop in lines 4-10),
and at each iteration, computes an intersection ofA env elements. The cost of
Shrink (� d;m) and InitialMoves (� d;m) is negligible in comparison.

Therefore, the cost of computing the strategy � d;m is O(Sag � jAj m � jA env j),
and the total cost of computing � �;� is O (jSag j � jA env j � (� � jAj � + ( � � � )A � )),
simpli�ed to

O (� � jSag j � jA env j � A � ) : (4.1)

Recall that A env represents a set of actions for the environment. As discussed in
Equation (2.1), without loss of generality, we can assumejA env j is the maximum
out-degree of the environment transitions.
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4.3 Determinization of Strategies Resilient to
Delays

The synthesis procedure for a delay-resilient post-shield relies on the construc-
tion of a deterministic winning strategy, denoted by � �;� . This section outlines
the process for deriving such a strategy.

In Section 4.3.1, we describe the method for computing the deterministic strat-
egy that maximises a given �tness value, considering both memory and delay.

We present two examples of �tness functions in Sections 4.3.2 and 4.3.3. These
are speci�cally designed to minimise the number of instances where the post-
shield must interfere due to delays in the input.

4.3.1 Determinisation of Delayed Strategies Maximising a
Fitness Function

When deciding which action to use as a corrective action for post-shields, we
want to decide on an action that maximizes a certain criterion. In this section,
we assume the existence of a �tness function' : S ! R that assigns a �tness
value to each state. We will show how to �nd the actions that maximize an
abstract �tness value, and in the following sections, we will apply this method to
concrete �tness functions designed to prevent unsafe transitions due to delayed
inputs.

Our goal is to choose at each state the action that maximises this �tness function
among all actions allowed by� �;� . However, because of the uncertainty of the
transitions of the environment, it is not clear what it means to maximise the
�tness function, since the agent has no complete control over the state of the
safety game after each of the agent's actions.

For this computation, we will take the implicit assumption that from a given
state s 2 Senv , and a given number of transitions n, all traces from s with
n transitions are equally probable. In this sense, we say that the strategy we
compute maximises theexpected �tness value{ with the implicit understanding
that the expectation is taken under the assumption of a uniform probability
environment. This assumption can be re�ned to include more accurate repre-
sentations of the probabilistic nature of the environment whenever such models
are available. We leave this extension for future work.

For our computation, we need to de�ne the k-forward multiset of statesFk (s; � ),
which captures the states reachable froms within k steps respecting a given
memory � 2 A � , i.e. the last � actions of the agent.

De�nition 4.1 (k-Forward Multiset of States) . Let � = [ z1 : : : z� ] 2 A � be a
register of actions. For a states 2 Sag , the k-forward multiset is

Fk (s; � ) =

8
<

:

s2k : 9s1; : : : ; s2k � 1 2 S; and9y1; : : : ; yk 2 A such that
(1) 8i = 1 : : : �; y k � � + i = zi ; and

(2) s
y1�! s1

u�! s2
y2�! s3

u�! : : : u�! s2k � 2
yk�! s2k � 1

u�! s2k

9
=

;
;

where each states2k is counted as many times as there are distinct sequences
s1; : : : ; s2k � 1 2 S and y1; : : : ; yk 2 A satisfying conditions (1) and (2).
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The expected �tness value is computed over thek-forwarded multiset of states,
thus, each state adds to the value as many times as it appears in the multiset.

De�nition 4.2 (Expected Fitness Value). Let s 2 S be a state, � 2 A � a
register of actions and' : S ! R a �tness function. For a given delay � , the
expected �tness valueE' (s; � ) is de�ned as the averageof the �tness values of
all states s0 in F� (s; � ),

E' (s; � ) =
1

jF� (s; � )j

X

s02 F � (s; � )

' (s0):

The strategy � �;� : Sag � A � ! A that maximises the expected value of' is:

� �;�
�
s; [z1 : : : z� ]

�
= arg max

y2 � �;� (s; [z1 :::z � ])
E'

�
s; [y; z1 : : : z� ]

�
:

Complexity of strategy determinisation. The deterministic strategy is
computed for jSag j�jAj � states. Each forward multiset contains at mostjA env j � � jAj � � �

states, whereA env is a set of actions for the environment. For each of these
states, the �tness value ' is computed. Assumingc(' ) is the computational
cost of computing ' for one state, and ' is stored in a lookup table, the total
complexity adds up to

O
�
jSag j �

�
jA env � Aj � + c(' )

��
: (4.2)

4.3.2 Post-Shields that Maximise Controllability

In this section, we de�ne and compute a �tness function called the controllability
value. that assigns to each state the maximum delay for which a safe output
exists. For any states 2 Sag , the controllability value ' c : Sag ! R is the largest
delay for which a register of actions exists that makess safe. To formally de�ne
the controllability value, we use the notion of controllable states.

De�nition 4.3 (Controllable State) . A state s 2 Sag is controllable under
delay � and memory � if there exists � 2 A � such that � �;� (s; � ) 6= ; , and
uncontrollable otherwise. A state s 2 Senv is controllable under delay � and
memory � if all states s0 2 Sag such that s u�! s0 are controllable under delay�
and memory � .

De�nition 4.4 (Controllability Value) . The controllability value with memory
� of a state s 2 S is the maximum delay � for which s is controllable with delay
� and memory � . We denote it as ' c(s).

To unpack this de�nition, for an agent state s 2 Sag , we say that ' c(s) = �
if there exists � 2 A � such that � �;� (s; � ) 6= ; and for all � 0 2 A � , we have
� � +1 ;� (s; � 0) = ; .

In De�nition 4.3, guaranteeing only the existence of� 2 A � such that � �;� (s; � ) 6=
; might seem too weak because one does not know in advance what the action
register may be when observing a state. Note that, however, Algorithm 1 guar-
antees that an agent following� �;� can only go through pairs (s; � ) 2 Sag� � A �

such that � �;� (s; � ) is non-empty. This is one of the main consequences of the
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(a) (b) (c) (d)

Figure 4.2: (a) E�ects of delay on state observation. (b) Gridworld depicting
the least delay-resilient states.(c) Gridworld with ' dr values for all states. (d)
Gridworld with ' rs values for all states.

Shrink method in Algorithm 1, and is extensively discussed in [Che+21, Algo-
rithm 3].

If a state s is inside the winning regionW of the safety game without delay, it
has a controllability value greater or equal to 0. Furthermore, note that as a
consequence of the iterative computation of winning strategies for safety games
under delay, if a state s is controllable for delay � > 0, it is also controllable
for delay � � 1. By convention, if s =2 W , i.e., there is no delay� that makes it
controllable, we say that ' c(s) = � 1.

A shield that maximizes controllability will tend to steer the agent towards
states that can be safe even with large delays. In a setting with variable delay,
the shield always operates with the worst-case delay in mind, but the agent may
make a more re�ned use of the variable delay, so steering the agent towards high-
controllability states translates to more freedom for which actions to choose in
the future, as there are fewer paths leading to uncontrollable states.

Since the maximal delay possible can be very large and the state space of the
corresponding safety game grows exponentially with the delay, we introduce a
cuto� value � max and compute the maximally-permissive winning strategy until
� max .

Example 4.2. We showcase the computation of' c on a simple 7 � 9 grid-
world, depicted in Fig. 4.2(a). Initially, a robot is placed at (1; 9). The en-
vironment and the agent can move the robot by one �eld in alternating turns.
The safety speci�cation requires that the robot never visits the �elds(4; 4) nor
(6; 7). Encoding the model and the speci�cation leads to the safety gameG =
hS; Sag ; Senv ; A ; T ; Fi :

ˆ S = X � Y � B, whereX = f 1; : : : ; 7g; Y = f 1; : : : ; 9g represent the robot's
position and B = f> ; ?g indicates whether it is the turn of the agent (> )
or the environment (? ) to move the robot. The states of the environment
are Senv = X � Y � f?g , and of the agent areSag = X � Y � f>g .

ˆ The unsafe states areS n F = f (4; 4); (6; 7)g � B.
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ˆ The agent's actions are A = f U; D; R; L; Ng to move the robot one �eld
up, down, right, left, or to hold. Formally: (x; y; > ) U�! (x; y + 1 ; ? ),
(x; y; > ) D�! (x; y � 1; ? ), (x; y; > ) R�! (x +1 ; y; ? ), (x; y; > ) L�! (x � 1; y; ? ),
(x; y; > ) N�! (x; y; ? ).

ˆ The actions of the environment player to move the robot areA env =
f U0; D0; R0; L0; N0g, with a meaning analogue to those of the agent's actions.

Moves that would lead the robot outside of the game's boundary are replaced
by N. For this game G, we now compute the controllability values' c(s) for all
states s 2 Sag .

First, we illustrate in Fig. 4.2(a) the e�ects of delays on the state information
of the play. In the example, we have a delay� = 1 and memory � = 1 , and the
observed state of the game iss = (2 ; 5; > ) (green robot) with memory � = [ U].
The set of possible current states isF1(s; � ) (marked green). To check whether
a next action y = R is safe, we computeF2(s; [R; U]) (marked blue or green).
Since F2(s; [R; U]) � F , R is a safe action from (s; [U]).

Next, we exemplify the computation of the controllability values for the states
(5; 5); (6; 6); (7; 7) and (7; 8). In Fig. 4.2 (b), each �eld of the grid is coloured
according to the smallest distance to one of the unsafe states for distances 1, 2
and 3. With this colour coding, the state(x; y; > ) is controllable with delay� if
there exists sequence of actions� of size � , that takes the robot outside of the
region coloured with � . The reader can see that all states are controllable for de-
lay � = 1 ; 2, but for � = 3 , states (5; 5); (6; 6); (7; 7) and (7; 8) are uncontrollable
(marked with a black robot).

Fig. 4.2 (c) illustrates the controllability value ' c(s) for all states. Each �eld of
the grid is coloured according to its controllability value. Next, we exemplify how
to compute a deterministic strategy� � =1 ;� =1 (s; � ) that maximizes the average of
' c over all possible current states. Consider a states = (3 ; 4; > ) (black robot)
with memory � = [ U]. The only two outputs allowed by� 1;1(s; � 1) are U and
L since any other output would lead the robot to a state at a distance two or
less from an unsafe state. The forward multisetF2(s; [L; U]) is marked with a
dashed green line and results in the expected valueE' c (s; [L; U]) = 74=26. The
expected valueE' c (s; [U; U]) = 73=26 is computed analogously. A delay-resilient
post-shield that maximises the controllability value corrects the outputsR, D, and
N in state ((3; 4; > ); [U]) to the output L.

Complexity of computing controllability values. Computing the con-
trollability value as a �tness function only requires computing the maximally
permissive winning strategy for the delay� max chosen as the cuto� value | see
Equation (4.1).

4.3.3 Post-Shields that Maximise Robustness

In this section, we de�ne an alternative �tness function. The robustness value
' r : S ! R assigns to every state the shortest distance to any unsafe state in
the game graph. Intuitively, a large robustness value suggests that the system is
in a state that \easily" satis�es the speci�cation, while values near zero suggest
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that the system is close to violating it. A shield that maximises robustness
potentially requires fewer corrections in the near future.

De�nition 4.5 (Robustness Value). Let G = hS; s0; Senv ; Sag ; A ; T ; Fi be a
safety game with winning region W { as de�ned in Equation (2.3). For any
state s 2 Sag , the robustness value' r (s) is de�ned as the smallestk such that
there exists � 2 A k such that Fk (s; � ) 6� W .

Note that in our de�nition, we are counting distance only in states of the agent.
That is, when a state has a robustness value ofk, there exists a trace with 2k
states { half of them of the agent, half of them of the environment { that leads
to a state outside of the winning region.

Example 4.3 (Continuation of Example 4.2). We exemplify the computation of
' r (s) on the gridworld of Fig. 4.2 (d). Each �eld of the gridworld is colored with
' r (s) of its corresponding agent states. For any s, the �tness function ' r (s)
is computed as the distance to the closest unsafe state. Froms = (3 ; 4; > ) with
� = [ U] at delay � = 1 and memory � = 1 , � 1;1(s; � ) allows the actionsU and L.
Since the expected robustness valueEr (s; [U; U]) is greater than Er (s; [R; U]), the
deterministic strategy � 1;1(s; [U]) that maximizes' r would chooseUas corrective
output.

A shield that maximizes robustness will steer the agent towards states that are
as far away as possible in the game graph from unsafe states. While this is a
useful heuristic, note that distance in the safety game may not translate to real
safety under delayed observations, as there may be states that are far away from
the unsafe region, but with well-de�ned paths that the environment can force
the agent to take toward unsafe states. We explore some of these examples in
the following section.

Complexity of computing robustness values. The �tness function ' r can
be computed as a breadth-�rst search on the states, so all robustness values can
be computed in O(jSj) time and memory.

4.4 Relation between Robustness and Control-
lability

Once we have shields that maximize robustness and controllability, we would like
to �nd results that guarantee certain safety properties when using these shields.
By construction, the post-shields de�ned in the previous sections maximize their
corresponding �tness function.

By increasing the value of� , we can make post-shields that guarantee a certain
controllability value. Similarly, we can add a bu�er zone to the winning region
W , to force that only states at a distance at leastd from unsafe states are ever
visited.

A more interesting guarantee would be some result that guarantees robustness
values in terms of controllability, and vice-versa. In this section, we study the
relationship between robustness and controllability values.
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Although the intuition behind robustness and controllability is very similar, and
in our experiments, we found them to be equal most of the time, we show that
only very basic relations hold in general. We show that there are example games
where robustness is arbitrarily higher than controllability (Theorem 4.2), and
vice-versa (Theorem 4.3). These examples would break any result of guarantee-
ing controllability when maximizing robustness, or robustness when maximizing
controllability.

4.4.1 Relation between Robustness and Controllability for
Memory-Restricted Strategies.

For strategies with a restricted memory. i.e., with � � � , we show a single result
and explore its consequences for the edge cases.

Theorem 4.1. Let G be a safety game with delay� and memory size� . For
any controllable states 2 Sag it holds that

' r (s) � � � � + 1 : (4.3)

Proof. We prove the result by contradiction. Let s 2 Sag be controllable, i.e.
with � �;� (s; � ) 6= ; , for some � 2 A � . Assume that ' r (s) < � � � + 1, or
equivalently, ' r (s) � � � � .

Then, there exists a trace of length� � � leading outside of the winning region
W . Let � = s; s1; : : : ; s2( � � � ) be such trace, wheres2( � � � ) =2 W and s

y1�!

s1
u�! s2

y2�! s3
u�! : : : u�! s2( � � � � 1)

y � � ����! s2( � � � ) � 1
u�! s2( � � � ) , for some actions

y1; : : : ; y� � � 2 A .

Since the memory of the agent is limited to � , when the observed state iss,
the agent only knows that the current state is s0 at a distance � from s, with a
trace where the last � actions are known. However, this would already be too
late: whatever the last � actions are, any trace starting with � { of which the
agent has no control { will pass through s2( � � � ) =2 W . Therefore, s cannot be
controllable with delay � and memory � . This proves the result.

A corollary of Theorem 4.1 is that ' r (s) � ' c(s) � � +1, since the controllability
value is a valid delay for which a states is controllable.

This result gives us information about the minimum amount of memory required
for a winning strategy. The argument is as follows.

A safety gameG admits a winning strategy under delay � if any state s 2 Sag

with s0
u�! s is controllable under delay � . Therefore, the minimum amount of

memory required for a winning strategy is

� � � � ' r (s0) + 1 : (4.4)

This implies that for a �xed game G and increasing delay� , the amount of
memory needed to have a winning strategy increases after a certain threshold.
At some point, the delay is so high that no memoryless strategies exist: if we
set � = 0 in Equation (4.4), we get � � ' r (s0) � 1.
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On the other extreme case, if we set� = � in Equation (4.4), we get ' r (s0) �
� � � + 1 = 1, which just means s0 2 W . More generally, if we set � = � in
Equation (4.3), we get that any state s that is controllable satis�es ' r (s) � 1,
which just means that s is in the winning region. Therefore, Theorem 4.1
provides no bound for ' c in terms of ' r .

4.4.2 Relation between Robustness and Controllability for
Strategies with Full Memory.

In this section, we will prove two results that give counterexamples to any
possible bound of ' c in terms of ' r and vice-versa, for strategies with full
memory, i.e., with � = � .

Theorem 4.2. For all delay � > 0, and all k � 0, there exists a safety game
Gk

�;� = � = hS; s0; Sag ; Senv ; A ; T ; Fi with one states 2 S satisfying

' c(s) < � and ' r (s) � � + k + 1 :

Proof. We will do the proof by induction on k for any delay � .

Base Case.For k = 0, we need to construct a safety gameGk
� containing a state

s, that is uncontrollable for delay � , but at least � + 1 steps are needed to get
to an unsafe state. A game with a section as depicted in Figure 4.3 serves as an
example, with action set A = f x; yg.

For any given delay � , the dotted pattern in the middle of the �gure repeats
� � 3 times. In this case, we will prove that states is not controllable for delay
� . The environment has a choice inse for the next state to be ŝ or ~s. When
the observed state iss, the current state is either ŝ0 or ~s0. Any action register
will consist of a sequence ofx's and y's, and the only information relevant in
the register is the parity of y's: an even number ofy actions takes the state of
the game from ŝ to ŝ0 or from ~s to ~s0, while an odd number of y actions takes
the state of the game fromŝ to ~s0 or from ~s to ŝ0.

Therefore, in this game graph, without knowing the �rst choice of the environ-
ment { state ŝ or ~s {, the agent cannot know whether the current state is ŝ0 or
~s0. Since a safe action in ^s0 leads to the unsafe states� when taken from ~s0 and
vice versa, the states is uncontrollable for delay � .

Induction step. For a general k, we use the property for k � 1. Consider the
game graphGk � 1

� satisfying the hypothesis.

This graph contains a state s uncontrollable for delay � and with a robustness
value of at least � + ( k � 1) + 1 = � + k. Without loss of generality, we assume
that the robustness value is exactly' r (s) = � + k. If ' r (s) was larger, Gk � 1

� at
state s would serve already asGk

� and the induction step would be �nished.

State s being uncontrollable means that for any action register� = ( y1 : : : y� ),
the forward multiset F� (s; � ) contains at least another new uncontrollable state
s0 | which may be inside or outside W . The same argument can be applied to
the newly introduced uncontrollable states. Therefore, for any action register
� , following repeatedly transitions from uncontrollable state to uncontrollable
state, eventually leads to a state outside of the winning regionW .
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Figure 4.3: Construction for base case of Theorem 4.2. Square nodes represent
states of the environment, circle nodes represent states of the agent. The dash-
dotted line represents the divide between the winning region and the rest of the
game. Except for statesse and s� , only states and transitions of the agent are
labelled.

We de�ne � U (s) as the set of all paths starting from s that end outside of
the winning region in exactly � + k transitions. That is, paths of the form
� = s; s1; : : : ; s2( � + k ) , with s2( � + k ) =2 W . This set is non-empty because' r (s) =
� + k. We enumerate paths in � U (s) = f � i : i 2 I g with some appropriate
index set I .

While these paths are longer than� , each of them contains at least one state
that is uncontrollable because it leads directly outside the winning regionW .
For each i 2 I , the path � i contains a state si that is uncontrollable for de-
lay � because it leads directly outside the winning region (and not to a state
uncontrollable but inside the winning region).

Sincesi leads directly outside the winning region and is uncontrollable, we have
the following construction, illustrated in Figure 4.4.

From state si , there is at least a path of length � that ends in a state sb 2 Sag ,
for which one transition with label x leads to a state outside of the winning
region sd =2 W . Since sb 2 W , there is another transition y leading to a safe
state sc. Sincesi is uncontrollable for delay � , there is at least another states0

b
with a transition to an unsafe state s0

d labeled by y, and a transition to a safe
state s0

c labelled by another action z. This builds a tuple of states and actions
(sb; sd; x), as illustrated in Figure 4.4. We do not keep track of the rest of the
states and actions de�ned but keep in mind that they exist.

Note that sb 6= s0
b, s 6= si and x 6= y 6= z. All the other states and actions could

be the same. In particular, Fig. 4.5 is drawn assumingsd = s0
d.

There may be other tuples of states and outputs bordering with the unsafe
region. We enumerate them as (sb; sd; x) i;j , where i is the index of si and
j 2 f 1; : : : ; ni g, where ni is the number of di�erent tuples when �xed i 2 I .
When it is convenient to distinguish concrete states and actions for each index
(i; j ), we use the equivalent notation (si;j

b ; si;j
d ; x i;j ) instead of (sb; sd; x) i;j .

For eachi , we make the following construction. Consider all the tuples (si;j
b ; si;j

d ; x i;j )
as previously described forj 2 f 1; : : : ; ni g. We construct a new gameGk � 1

� from
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Figure 4.4: Construction of a tuple (sb; sd; x) on the border of the winning
region as described in the text. Mosti superscripts are omitted to make the
image cleaner. Marked in bold are the elements that are part of the tuple.

Figure 4.5: Construction of the bipartite complete graph described in the proof,
for a single index i and ni = 3. For the sake of simplicity all all three unsafe
states si;j

d for j 2 f 1; 2; 3g are collapsed into a single unsafe states� =2 W .

Gk
� where we add a state ofsi

m 2 Senv such that si;j
b

x i;j

��! si
m for all i; j . Then

we add new statessi;j
a 2 Sag , one for each tuple. We connect these states as

follows, for all i 2 I and all j 2 f 1; : : : ; ni g:

si
m

u�! si;j
a ; and si;j

a
x i;j

��! si;j
d :

We also add another family of states, indexed byk, denoted t i
k 2 Senv . We add

as many of them to make it such that for all i; j and all action x 6= x i;j , there
exists k such that

si;j
a

x�! t i
k :

We also connect alltk with all the newly added agent states, that is

t i
k

u�! si;j
a ; for all i; j; k:

The unsafe states inGk
� are inherited from Gk � 1

� . In particular, recall that the
states si;j

d are unsafe by construction for all i and j .

In Figure 4.5, we illustrate this construction for the case of three tuples (ni =
3) on a single index i and an action set comprised of three actions (A =
f x1; x2; x3g). For each value ofi , there would correspond a similar separate con-
struction. For larger values of ni , the corresponding complete bipartite graph
would become larger.

The �rst observation is that the states si;j
a are only controllable for delay � = 0.

This is because for any register of action� = [ x], si;j
a

x�! tk for somek, and then
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Figure 4.6: Game graph where' c(s0) is arbitrarily large, and ' r (s0) = k.

tk
u�! si 0;j 0

a for all i 0; j 0. So when the observed state issi;j
a , the current state

(with delay � = 1), can be any of the statessi 0;j 0

a . By construction, any possible
action x will be x = x i 0;j 0

for somei 0; j 0, and would lead to the state si 0;j 0

d =2 W .

With this construction, the state si is still uncontrollable for delay � , because
any strategy that made it uncontrollable before leads now tosi

m , which is un-
controllable for any delay larger or equal to one, as we have explained in the
previous paragraph.

The existence of at least one of thet i
k for each i 2 I is enough to ensure that

states si;j
a are safe, i.e.,si;j

a 2 W for all i; j . By adding enough statest i
k we

ensure that each state newly added toSag has a de�ned transition for each
action in A .

Since the statessi;j
a are safe, the path� i needs to be extended by length 2 to

arrive at an unsafe state, which would be one of thesi;j
d .

Repeating this construction for each path� i of length � + k, we make all previous
paths of length � + k go through a construction as illustrated in Figure 4.5 before
reaching any unsafe state, making it take at least one more action to reach any
unsafe state. Thus, the robustness value ofs is increased to� + k +1 in the new
game graphGk

� , while the controllability value of s stays the same as it was in
Gk � 1

� .

Theorem 4.3. For all delay � > 0, and all k > 0, there exists a safety game
Gk

�;� = � = hS; s0; Sag ; Senv ; A ; T ; Fi with one states 2 S satisfying

' r (s) � � and ' c(s) � � + k:

Proof. Consider a safety game where the environment has only one choice in
each state. In these kind of games, a player with memory can know exactly
where it is making the next move, so each safe state is controllable. With this
idea in mind, we construct a family of safety gamesGk for which the initial state
s0 satis�es ' r (s0) = k and is controllable with memory for any delay. Figure 4.6
illustrates this family of games.

4.5 Experimental Evaluation

For our experimental evaluation, we evaluate di�erent types of shields resilient
to delays with full memory on two use cases: a simple gridworld and a more
complex scenario based on a realistic driving simulation.
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Figure 4.7: Gridworld with possible states after delay� = 1.

4.5.1 Shielding in a Gridworld

Setting. Our �rst case study is an extension of the one from [Che+21]. Fig-
ure 4.7 illustrates a grid world of size 3n+4 � 9, where the width is parameterised
by the number of pairs of dead-endsn. There are two actors that operate in
the grid world: a robot (controlled by the agent), and a kid (controlled by the
environment). The safety speci�cation requires the robot to avoid any collision
with the kid.

Game graph. The game graph encoding the relevant safety dynamics for the
grid world is G = hS; s0; Sag ; Senv ; A ; T ; Fi , de�ned as follows.

ˆ S = X env � Yenv � X ag � Yag � BnP � P � B, whereX ag=env = f 1; : : : ; 2n+
5g and Yag=env = f 1; : : : ; 9g represent the (x; y) position of the robot
(agent) and the kid (environment), respectively. B indicates whether it is
the turn of the robot or the kid, and P represents the illegal positions,
marked in grey in Figure 4.7. Formally, P = f ((x; 5); (2k + 1 ; y) : x 2
f 3; : : : ; 2n + 3g; y 2 f 3; : : : ; 7g; k 2 f 1; : : : ; n + 1gg. The initial state is
s0 = (0 ; 0; 2n+5 ; 9; ? ), indicating that the robot is in the lower left corner,
the kid is in the upper right corner and it is the kid's turn to move.

ˆ The unsafe states are

S n F = f (xenv ; yenv ; xag ; yag ; b) : (xenv = xag ) ^ (yenv = yag )g:

ˆ The moves of the kid are de�ned by an action setA env = f U0; D0; R0; L0g,
with the usual meanings of up, down, right, left. We de�ne a richer action
set for the robot to compensate for the existence of delays in the input. The
action set is A = f N; U; D; R; L; UU; DD; RR; LL; UR; RU; UL; LU; DR; RD; DL; LD;
UUR; UUL; DDR; DDL; RRU; RRD; LLU; LLDg. In summary, the robot can move
zero, one or two steps in each direction, and can also perform three-step
L-shaped moves.

ˆ The transitions work as expected. Environment transitions modify the
position of the kid (xenv ; yenv ), while the agent's actions modify the po-
sition of the robot ( xag ; yag ). Any illegal transition (those that would go
out of boundaries or clash with the grey region depicted in Figure 4.7) is
changed toN(\no move").
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Delay (steps) 0 1 2 3

Score
Pre-shield 50.1 36.0 34.6 30.2
Robustness 42.5 34.3 31.5 26.8
Controllability 41.3 33.9 31.8 27.5

Interventions
Pre-shield 117.4 150.4 160.1 182.2
Robustness 90.9 107.5 114.1 122.0
Controllability 85.0 95.9 106.9 122.7

Table 4.1: Performance of di�erent shielding strategies.

Results: interference rates. To evaluate the interference of the shields dur-
ing runtime, we implemented a robot with the goal of collecting treasures that
are placed at random positions in a grid world with 4 dead ends. At any time
step, there is one treasure placed in the grid world. As soon as this treasure is
collected, the next treasure spawns at a random location. Collecting a treasure
rewards the agent with +1 score points. The kid is implemented such that it
chases the robot in a stochastic way.

The interference results are presented in Table 4.1. In the table, the �rst three
rows show the score obtained by the robot, and the last three rows show the
number of times the shield intervenes. Both score and number of interventions
correspond to the amount accumulated over a game of 2000 steps. We compare
pre-shields with post-shields that maximise either robustness or controllability.
Since both the robot and the kid are implemented with stochastic behaviour,
each data point in the table is the average of 100 plays.

The results show that the agent's score decreases with the delay, as expected.
Since the shield has more uncertainty about the current position of the kid, it
enforces a larger distance between the current position of the robot and the last
observed position of the kid. For the same reason, the shields need to interfere
more frequently with increasing delays. In general, pre-shields compare to post-
shields show a better performance in terms of score and a worse performance in
terms of number of interventions, as it was expected. Additionally, we compared
the corrective actions chosen by post-shields that maximise controllability with
the actions chosen by shields that maximise robustness. We noticed that in
most states, both shields pick the same corrective action, which is re
ected in
the similar results obtained.

Results: synthesis times. We compute all types of presented shields. The
synthesis times are presented in Figure 4.8, where Figure 4.8a corresponds to a
�xed delay of � = 2, and Figure 4.8b corresponds to a �xed-size grid with four
dead-ends, i.e.,n = 2.

In the �gure we compare the synthesis times for the synthesis of shields, max-
imising robustness ( ) and controllability ( ). We also include the cost of
computing the maximally permissive winning strategy, which is required for all
shields and is the only cost associated with synthesising pre-shields. To com-
pare with a baseline, we show the cost of computing the maximally-permissive
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(a) Fixed delay � = 2, increasing size of
the grid.

(b) Fixed size of the grid n = 2, increas-
ing delay.

Figure 4.8: Shield synthesis times for the grid world experiments.

strategy in the delayed safety game for our implementation ( ) and the imple-
mentation of [Che+21] ( ).

The improvement of our method compared to the baseline results from a faster
implementation in C++ , with only minor algorithmic reasons. The cuto� value
for controllability is set to � max = 3. Since the cost for computing shields grows
exponentially with � , the synthesis times for shields maximising robustness grow
exponentially. This e�ect does not show for shields maximising controllability,
as they always compute the maximally permissive strategy until delay� max

irrespective of the particular delay � .

4.5.2 Shielded Driving in Carla

We implemented our delayed shields in the driving simulatorCarla [Dos+17].
In all scenarios, the default autonomous driver agent inCarla is used with ade-
quate modi�cations to make it a more reckless driver. To capture the continuous
dynamics of Carla using discrete models, we designed the safety game with
overly conservative transitions, i.e., accelerations are overestimated, and brak-
ing power is underestimated. In both scenarios, we use delay-resilient shields,
maximising robustness.

4.5.2.1 Shielding against Collisions with Cars

We consider a scenario in which two cars (one of them controlled by the driver
agent) approach an uncontrolled intersection. The shield has to guarantee col-
lision avoidance for any braking and acceleration behaviour of the uncontrolled
car while the observation of the uncontrolled car is delayed. A screenshot of the
Carla simulation is given in Figure 4.9a.

Game graph. To compute delay-resilient shields, the scenario is encoded as
a safety gameG = hS; s0; Sag ; Senv ; A ; T ; Fi , de�ned as follows.

The set of states is de�ned asS = Pag � Penv � Vag � Venv , where Pag and Penv

represent, respectively, the distances of the agent's car and the environment's
car to the crossing, andVag and Venv represent the velocity of the agent's car
and the environment's car, respectively. The range of modeled distances is
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(a) Car intersection. (b) Pedestrians at a crosswalk.

Figure 4.9: Screenshots of theCarla simulator.

Pag = Penv = f 0; 2; 4; : : : ; 100g m. The range of modelled velocities isVagent =
Venv = f 0; 1; 2; : : : ; 20g m=s.

Each time step in the game corresponds to �t = 0 :5 s in the simulation. Each car
can perform three actions:a (accelerate),b (brake) or c (coast, touch no pedal).
Therefore, the set of environment actions isA env = f aenv ; benv ; cenv g and the
set of actions of the agent isA = f aag; bag; cagg. In our model, braking and
throttling have the e�ect of applying a constant acceleration of a = � 2 m=s2.
Therefore, the position pt and the velocity vt at time step t is updated as

pt +� t = pt � vt � t � 1
2 a� t2; vt +� t = vt + a� t: (4.5)

Unsafe states represent collisions, thereforeSunsafe = f (pagent ; vagent ; penv ; venv ) :
pagent = penv g. From the safety game, we compute delay-resilient shields that
maximise the expected robustness. Note that in the transitions in Equation (4.5)
the velocity is applied as negative because the car gets closer to the intersection
at every step.

In this use case, we implemented post-shields that always correct to the most
conservative safe action, with the understanding thatc (coast) is more conser-
vative than a (accelerate) and that b (brake) is more conservative than botha
and c.

Results. In Figure 4.10a, we present the speed of the agent's car over time,
alongside the occurrences of shield interventions, represented as coloured bars,
for various delays measured in increments of �t = 0 :5 s. As anticipated, the
duration of shield interference increases with larger delays.

For a delay of 0, the agent's car brakes continuously until it exits the danger
zone. However, as the delay increases, the shield intervenes earlier, ensuring
the car accounts for the worst-case behaviour of the other vehicle. The shield
always assumes the most adverse environmental conditions, even when these
conditions fail to materialise. This conservative approach explains the frequent

Delay (in steps) 0 1 2 3

Synthesis times (in s)
Car example 1.5 13 48 167
Pedestrian example 0.8 9 34 119

Table 4.2: Shield synthesis times (in seconds).
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(a) Activation times results. (b) Activation speeds and distances.

Figure 4.10: Experimental results on the driving simulator. In these experi-
ments, we measure when and how often the shields get activated in each sce-
nario.

switching between active and inactive shield states within the same execution,
particularly for larger delays.

We evaluated the shields across multiple safety-critical scenarios by varying ini-
tial positions and velocities. In all cases, the shields successfully prevented col-
lisions, demonstrating their robustness. Table 4.2 provides the synthesis times
required to compute the shields. Each delay step listed in Table 4.2 corresponds
to an increment of � t = 0 :5 s.

4.5.2.2 Shielding against Collisions with Pedestrians

In the second experiment, we compute shields for collision avoidance with pedes-
trians. Similar to before, the shields guarantee safety under delay, even under
the worst possible behaviour of the pedestrians. A screenshot of theCarla
simulation is given in Figure 4.9b.

Shield computation. The car, which is controlled by the driver agent, is
modelled in the same manner as before. Pedestrians are controlled by the en-
vironment and only have their position as state variables. In our model, we
assume that a pedestrian can move 1 m in any direction within one timestep of
� t = 0 :5 s. We consider a state to be unsafe whenever the ego car moves fast
while being close to a pedestrian and the pedestrian is closer to the crosswalk
than the car. Formally

Sunsafe =
�

(pag; vag; pped ) : (vag > 2 m=s^ j pag � pped j < 5 m ^ pped < p ag)
	

Results. In Figure 4.10b, we illustrate the shield's interference points by plot-
ting the distance to the pedestrian and the car's speed at the moment of each
shield intervention. Because pedestrians are modelled to potentially move to-
ward the car, the shield must account for closer pedestrian positions than those
directly observed, as delays in sensing introduce uncertainty.

With larger delays, this uncertainty grows, requiring the shield to initiate brak-
ing earlier to ensure safety. This conservative approach ensures that the shield
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compensates for any positional ambiguity introduced by the delay. The synthe-
sis times required for the shield computation are provided in Table 4.2.

In our experiments, we occasionally observed the system entering states with
no available strategy due to discretisation errors. However, despite these occur-
rences, the safety speci�cation was never violated. Our �ndings suggest that by
using a su�ciently �ne-grained model, these discretisation errors can be min-
imised to the point of being negligible, ensuring the system operates reliably
under all tested conditions.

4.6 Discussion

4.6.1 Limitations

We have demonstrated with our experiments that shielding can be a useful
tool to ensure safety speci�cations in an application so complex as autonomous
driving. However, this is still a methodology that is not ready to be implemented
in today's technology. In this section, we discuss the main limitations that
hinder the applicability of our method. Further research and development is
needed to address these challenges.

Requiring a deterministic model. One of the foundational assumptions of
our method is the availability of a deterministic model of the system and its
environment. While we tackle one of the sources of uncertainty in this chapter
by proposing shields resilient to delayed information, this assumption may still
be unrealistic. Many real-world systems operate in inherently stochastic envi-
ronments, where uncertainties arise due to sensor noise, unpredictable human
behaviour, or dynamic external factors. Attempting to model such systems de-
terministically may lead to oversimpli�cations, resulting in shields that fail to
capture the full complexity of the environment. In our driving simulator ex-
periments, we circumvent this limitation by �nding a rather conservative model
that re
ects the reality most of the time, and observed that this model was good
enough in our experiments to enforce the safety speci�cation. This is an im-
perfect solution and requires �ne-tuning the model for each application, making
the implementation of shielding more labour-intensive.

Overly conservative strategies Safety shields are designed to handle worst-
case scenarios, ensuring that safety is maintained regardless of how adverse
conditions may become. While this is the only way to get the strong safety
guarantees that shielding provides, it can lead to overly conservative strategies
that limit the agent's performance and utility excessively. Furthermore, the
handling of delayed observations only accentuates the shield's conservativism.
Over-conservatism can also erode user trust, as the system may appear unnec-
essarily cautious or suboptimal in typical operational conditions. This trade-o�
between safety and performance poses a signi�cant challenge and calls into ques-
tion whether deterministic shielding can be a viable solution.

Handling divergences from the model A fundamental limitation of safety
shielding lies in its reliance on a prede�ned safety game model. In practice, the
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real world may diverge from these models due to inaccuracies in modeling or
changes in the environment over time. When such divergences occur, the shield
is forced to react to situations that were not considered reachable in the original
safety game. In our current approach, the shield's behaviour is unde�ned in
these situations.

Overcoming these challenges will be essential for deploying safety shielding tech-
niques in increasingly complex and dynamic real-world systems.

4.6.2 Related Work

Runtime enforcement is a technique in which a monitor modi�es the execution
of a system to comply with a speci�ed property [FP19; Ren+19]. Shields for
discrete systems were introduced in [Blo+15] and several extensions and ap-
plications have already been published [Als+18; Els+21; Pra+21b; Jan+20;
Yan+23b].

Chen et al. [Che+18; Che+21] �rst investigated the synthesis problem for time-
delay discrete systems by the reduction to solving two-player safety games. We
base our shields on the proposed algorithm for solving delayed safety game. Note
that the delayed games discussed by Zimmermann et al. [KZ15a; KZ15b; Zim17;
WZ20] follow a concept di�erent from the delayed safety games considered in
this paper. In their setting, a delay is a lookaheadthat grants an advantage to
the delayed player: the delayed agent player P1 lags behind the environment
player P0 in that P1 has to produce the i -th action when i + j environment
actions are available. In contrast to Zimmermann et al., we do not grant a
lookahead into future inputs but consider delays in the input data. It was
shown in [Che+18] that the di�erent concepts of delays could not be exchanged
for each other by a swap of roles i.e., by exchanging the players and then giving
a lookahead ofj to the input player in order to simulate a delay of j for the
output player.

The notion of delay employed in this paper is di�erent from that in timed
games [Beh+07]. In timed games, delay refers to the possibility of deliberately
delay the next single action. However, both players have full and up-to-date in-
formation in timed games. In [Dav+13] a general framework on using UPPAAL-
TIGA with partial observability was presented. Combining both approaches to
synthesise delay-resilient shields from timed automata speci�cations is potential
future work.

For runtime enforcement in continuous dynamical and hybrid systems, control
barrier functions [Ame+19] are used to verify and to enforce safety properties.
Prajna and Jadbabaie extended the notion of barrier certi�cates to time-delay
systems [PJ05]. Bai et al. [Bai+21b] introduced a new model of hybrid sys-
tems, called delay hybrid automata, to capture the continuous dynamics of
dynamical systems with delays. However, this work does not address the fact
that state observation in embedded systems isde facto in discrete time and
that a continuous-time shielding mechanism, therefore would require adequate
interpolation between sampling points, which could be an interesting future
endeavour.



Chapter 5

Probabilistic Shielding for
Autonomous Valet Parking

Qui no s'arrisca no pisca. 1 | Catalan popular saying.

5.1 Motivation and Outline

In this chapter, we present work done in the framework of theFoceta [Ben+23]
project. One of the two use cases of the project consists of building an au-
tonomous driving car capable of operating safely and e�ectively in a parking
lot. To achieve this goal, various partners incorporate di�erent components
for perception, planning, and movement execution. The work presented in this
chapter is the theoretical conception and experimental evaluation of a safety
element in the form of a probabilistic shield designed to prevent car collisions
with pedestrians in the parking lot.

We have already demonstrated the usability of deterministic shields in au-
tonomous driving use cases in Chapter 4. In this chapter, we present an al-
ternative approach using probabilistic shielding. By assuming a probabilistic
model of the environment, the shield can consider low probability events as pos-
sible but only react to them when the probability of a harmful event goes over
a particular threshold value.

A probabilistic shield (see Section 3.4.3) is an enforcer that overwrites control
commands when the probability of violating a safety speci�cation is larger than
some state-dependent thresholds. While probabilistic shielding does not enforce
safety with full reliability, a probabilistic safety guarantee makes the use of costly
measures like emergency braking less intrusive during execution. In our use
case, the agent being shielded is an RL-based controller trained to follow a pre-
computed trajectory along the parking lot. Probabilistic shielding is especially
well-suited for RL-based controllers, since, in both cases, the underlying model
of the system is a Markov Decision Process (MDP).

1The one who does not risk, does not gain.

87
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When given a control command a, the shield maps the information available
(from sensors, previous actions, etc.) to a state in the MDP and checks that the
maximum probability of avoiding a collision with a pedestrian after executing a
in the MPD is large enough. In case it is not, the shield overwrites the control
command appropriately. This probability is computed using probabilistic model
checking techniques [Kat16]. To do so, we need an explicit description of the
MDP.

Constructing an appropriate MDP model is a challenging task. The MDP must
faithfully represent the agent and its environment while remaining compact
enough to enable feasible model-checking computations. However, our model
only needs to capture the safety-relevant dynamics of the system. Our approach
factors the model into two components: the ego car, controlled by our agent,
and the pedestrians. For the ego car, we build an abstraction based on the dig-
ital twin model of the Simrod vehicle [Deb19]. To derive a tractable MDP from
the digital twin [Jon+20; Sin+21], we discretise actions and states, incorporat-
ing uncertainty into transitions to account for discretisation errors. Pedestrian
behaviour is modelled with movement speeds following a normal distribution,
varying the parameters for three di�erent types of pedestrians: adults, elders,
and children.

Finally, we evaluate our shielding strategy in several scenarios of the car in-
teracting with moving pedestrians. These scenarios are implemented using the
proprietary driving simulator Prescan2. The goal of our experiments is to show
that shielding provides a more gentle and e�cient safety layer than the coarser
approach of an automatic emergency brake (AEB) based only on the expected
time to collision.

Contribution. The work presented in this chapter constitutes the �rst in-
stance of implementing a probabilistic shielding approach in a realistic driving
simulation environment. To make it possible, we had to:

ˆ Design a suitable MDP structure for the car and the pedestrian, and
populate it by mimicking a digital twin model of the car and suitable
behavioural models of the pedestrians.

ˆ Implement our shielding pipeline and integrate it into an existing agent
controlling an autonomous vehicle in a simulated environment.

ˆ Validate experimentally the �tness of the model as well as the e�ectiveness
of shielding as a safety measure.

Outline. In Section 5.2 we explain how we build the models required for
shielding, as well as the integration of shielding into the existing controller-
simulation framework. In Section 5.3, we show the results of our experimental
evaluation. Finally, in Section 5.4, we discuss limitations and related work.

Declaration of sources. This chapter is based on work performed by the
author of this thesis in the framework of the Foceta project [Ben+23], and it
reuses material from currently unpublished deliverables of said project.

2https://plm.sw.siemens.com/en-US/simcenter/autonomous-vehicle-solutions/prescan
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Figure 5.1: Screenshot of thePrescan simulation. The path of the ego vehicle is
marked with a dashed purple line. The two pedestrians that are currently being
shielded, the ones that are close enough, are marked with red dotted circles.

5.2 Methodology

In this section, we discuss the methodology used to adapt the theoretical con-
cept of shielding to our realistic use case. We discuss the shielding setting, the
constructions of MDP models for the ego car and the pedestrians, the compu-
tation of shields for the models and the integration of the shielding module on
the whole autonomous driving controller.

5.2.1 Modeling Scenarios as Markov Decision Processes

In Figure 5.1, we illustrate the use case with a car being controlled by our
shielded agent and several pedestrians that move around the parking lot. The
global car controller is broadly composed of a path-planning module and an RL
agent that controls the pedals and steering wheel. Given an initial position and
orientation of the ego car, a target position and orientation, and a map with
the static elements of the parking lot, the path-planning module computes the
path to follow, and the RL agent controls the pedal and steering commands to
best follow said path. While the goal of the RL agent is to follow the prede�ned
path, the goal of the shield is to ensure that the car does not collide with any
of the pedestrians while following the path.

Instead of having a unique shield that models interactions with all other pedes-
trians, we develop shields that model the interaction between the ego car and
a single pedestrian. For each pedestrian detected in the vicinity of the ego car,
we instantiate a shield that ensures collision avoidance against that one pedes-
trian. All instantiated shields work then cooperatively: each shield computes
the set of actions that are safe according to its own safety speci�cation. Finally,
the action proposed by the agent is checked against the intersection of all safe
actions and overwritten if needed.

This approach lets us use models that are less complex, with fewer states and
transitions, by not modelling pedestrian-to-pedestrian interactions. The re-
duced complexity of the models permits using accurate models with low com-
putational cost, as well as producing models that are easier to develop, test,
and understand.
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